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Abstract. The security defense of Electric Power Information Network should focus on the security of network business running on Intranet. In order 
to meet the special requirements of network business security in Electric Power Information Network, the access rules of network business between 
different security levels are researched, and a network business security model based on developed BLP model is proposed. By re-definiting the 
trusted subjects of BLP model, the network business security model can meet the access rules of network business between diffident security level.    
 
Streszczenie. Analizowano bezpieczeństwo i niezawodność informatycznej sieci wykorzystywanej do kontroli systemów zasilania. Analizowano 
systemy dostępu do sieci na różnych poziomach bezpieczeństwa. (Model bezpieczeństwa sieci informatycznej wykorzystywanej do kontroli 
systemów zasilania) 
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I. Introduction 
Currently, in practical application, network environment 

can be simply divided into two types: one is a public 
information network, such as the Internet, Chinanet and 
Cernet, which can be able to provide services of information 
sharing and information exchanging; the other is the 
Enterprise Internal Information Network (Intranet), such as 
Electric Power Dispatching Data Network (SPDnet) and 
Electric Power Integrated Data Network (SPInet) [1,2], 
which can work as the enterprise businesses’ operating and 
collaborative working platform, as well as the platform of 
information sharing and information exchanging. 

As the platform of information sharing and information 
exchanging [3], the information systems in public 
information network mainly focus on the protection of data 
security and network system security [4,5]. Instead, 
Enterprise Information System in Intranet is not only the 
platform for information sharing and information 
exchanging, but also the platform for Enterprise Production 
Automation System collaborating with Enterprise 
Management System [6]. As a result, the security defense 
of Intranet does not only include data security and network 
system security, but also include the security of network 
business in Intranet. 

Based on the above analysis and according to the 
particularity of Intranet security defense, "network business 
security" concept is proposed. The objects of information 
security are defined in three aspects — data security, 
network system security and network business security. 
The proposal of "Network Business Security" concept 
provides theoretical basis for security defense of Enterprise 
Information System. 

Electric Power Enterprise Information is a typical  kind of  
Intranet, so the emphasis of security defense is also the 
network business security. Because of the special position 
of electric power industry in national economy and social 
life, electric power information security has special 
requirements, such as the requirements of ensuring the 
Automatic Production System absolutely safe. At present, 
most of Electric Power Enterprise has classified the 
business security area. Different security area has different 
defense methods. At the same time, Electric Power 
Enterprise use the “white list”, which can prevent distrustful 
processes running on the Automatic Production System, in 
order to ensure the Automatic Production System safe. But 
because of the requirements of real production and 
management, information sharing and data transferring 
between different security area are needed. The BLP [7,8,9] 
model  has regulated the access rules, but because of  the 

requirements of  real production and management in 
Electric Power Enterprise, the BLP model can not apply 
directly. In order to solve this problem, according to the 
special requirements of network business security in 
Electric Power Information Network, depending on the 
“white list”(trusted subjects) management method, a kind of 
business security model based on the developed BLP mode 
is proposed,  providing a new kind of  theoretical foundation 
to the Electric Power Information Security. 
 
II. Research on network business security  
A. Concept of Network Business Security 

Network Business, running on network, refers to 
enterprise management businesses or controlling 
processes in Production Automation System. It can be 
further described as follows: 
 Network Business consists of function programs running 

on network platform, realizing business management 
processes and production controlling logic in enterprise.  

 In network environment, staff work in accordance with 
logic and rhythm of business management software or 
in accordance with controlling logic processes, which 
can constitute the realization of Network Business. 

 From computer network system level, Network Business 
consists of network process sets, data sets and process 
operation sequence sets.  
Based on the analysis of Network Business’s concept 

and features, "Network Business Security" is defined as 
follows: Network Business Security means the business’s 
reliability, stability and real-time in network, and also means 
the continuity of business processes as well as business 
operation’s confidentiality and non-repudiation. 

Network security can be further described as follows: 
the integrity of network process sets and data sets, the 
running reliability and real-time of network process set, and 
the non-repudiation of processes running and writing 
operation on data set. 

 
B. Access Rules between different security area in 
Electric Power Information Network 

At present, most of Electric Power Enterprise has 
classified the business security area. Different security area 
has different defense methods. But because of the 
requirements of real production and management,  
information sharing and data transferring between different 
security area are needed. In order to protect the 
confidentiality and integrity of data, the access rules are 
needed.   
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The following is the classification of  business security 
area in Electric Power Information Network: 
 Dispatching Automation System business, the core 

business of power grid enterprise, which has 
requirements of high reliability, high stability, high real-
time and non-repudiation of operations, belongs to the 
RankⅠbusinesses security area. 

 Dispatching Production Management System 
businesses, including Waterpower Dispatching 
Automation System, Electricity Metering System, 
Electricity Market Transaction system, extended EMS 
system and so on, are dispatching production auxiliary 
businesses and belong to Rank Ⅱ businesses security 
area, which are next to Dispatching Automation System 
and have requirements of reliability, stability and real-
time protection.  

 Power grid enterprise management businesses, 
including businesses of Management System, Power 
Marketing System, ERP system and so on, which are 
the main businesses of production command and 
management decisions, belong to the Rank Ⅲ
businesses security area, having requrirements of 
reliability, stability, and real-time protection. 

 Businesses of Comprehensive Management System, 
Comprehensive Data Integration System, 
Comprehensive Data Analysis Application in power grid 
enterprise, which can realize information sharing and 
decision support, belong to the Rank Ⅳ  businesses 
security area. 
The classification of  business security area is shown in 

figure 1. 

 
Fig.1. The classification of business security area in Electric Power Information Network 

 
Because of the requirements of real production and 

management, besides the confidentiality and integrity 
requirements, access rules between different security areas 
has special  requirements: 
 Network business area in lower security rank can not 

write the one in higher security rank. 
 Network business area in higher security rank can write 

the one in lower security rank. 
This paper mainly studys the access control model 

between different security areas,  depending on the “white 
list”(trusted subjects) management method, a kind of 
business security model based on the developed BLP mode 
is proposed. Other research about the network business 
security will be proposed in future research work. 
 

III. Model of Network Business Security Based on 
Developed BLP Model 
A. BLP Model 

Definition 1: The subject set is set S. ST⊆S, is the set of 
trusted subjects. S=S−ST, is the set of distrusted 
subjects.The set O is the object set. The set C is the 
classification level set. The set K is the category set. The 
set L is the security level set. L ={(Ci ,Kj ) |Ci∈C∧Kj∈K}. If 
L1 =(C1,K1)∈L, L2=(C2, K2)∈L, then L1 ≥L2 means (C1>C2 ∧ 
K1⊇ K2 ) [10,11]. 

Definition 2: A={r,w,e,a}, is the access attribute set. r 
means “only read”, w means “write”, a means “only write”, 
and e means ”execute”[11].  

Definition 3: V=B×M×F×H, is the system state set. B= 
2(S×O×A), is the power of (S×O×A). M is the access matrix, is 
made up of mt∈A, mt means the access of subject si to 
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object oj. F⊆ LS×LO×LS is the access library function, ∀f ∈
( fs , fo , fc ), fs is the function which can describe the security 
level of subject, fo is the function which can describe the 
security level of object, fc is the function which can describe 
the current security level of subject. H means the hiberarchy 
of current object.[11] 

Any one state of the system v =(b,M,f,H)∈V, b= (si ,oj , 
x)∈ B, x ⊆ mt. 

Property 1: Sample Safe property(ss-property): state 
v=(b,M,f,H)∈V, satisfies the sample safe property: 
(1) iff  for all (s,o, x)∈b 

 x = a or x = e  
 x = w or x = r ，and  fs(s)≥fo(o) 

 
Property 2: *-property: state v=(b,M,f,H)∈V, satisfies 

the *-property: 
(2) iff  for all (s,o, x)∈b 

 x = r => fs (s)≥fo(o) 
 x = a => fo(o)≥fs(s)  
 x = w => fs(s)≥fo(o) 

 
Property 3: Discretionary Safe property(ds-property): 

state v=(b,M,f,H) ∈ V, satisfies the discretionary safe 
property. 
(3) iff  for all (si,oj,x)∈b, x∈mt 

 
Definition 4: When state v satisfies the ss-property, *-

property and ds-property in the same time, then v is the 
safe state. The state sequence Z is a safe stae sequence.  

iff t∈T, for every t∈T, and z∈Z, v is a safe state. 
 
Definition 5: System isΣ(R,D,W, z0), a safe system: 
Iff every state of system (z0,z1 , …, zn) is a safe state. 
 
Because the BLP model is too strict, the users are 

restricted too much. When a user operates the higher level 
data, he may need to operate the lower level data, but the 
BLP model doesn’t allow the user to “write” the lower level 
data. However, this situation exists in the production and 
management of Electric Power  Enterprise. For example, 
the management system in Rank Ⅲ area need the data of 
non-real production system in Rank Ⅱ area, at the same 
time, the non-real production system in Rank Ⅱ area need 
to write the data into the management system in Rank Ⅲ 
area. Therefore, the BLP model need to be modified to 
meet the special requirements of Electric Power Enterprise. 

 
B. Network Business Security Model Based on the 
Developed BLP Model 

The trusted subjects in BLP model can escape the 
restriction of *-property, that means, the trusted subjects 
can write the lower level objects. Because the “white list” 
strategy has been used widely in Electric Power Enterprise, 
and “white list” definite all the trusted processes, in other 
words, the trusted subjects. Therefore, by re-definiting  the 
trusted subjects of BLP model, the developed BLP model 
can apply to protect the access between network business 
in diffident level. 

The “white list” is: a list of all trusted processes. The 
trusted processes in the list is known in Electric Power 
Enterprise Information System, and is necessary to ensure 
the business operating normally. No trusted processes will 
bring threat to the Electric Power Enterprise Information 
System. 

Definition 6: Trusted subjects is the trusted processes 
in “white list” of Electric Power Enterprise. The “white list” 
has been checked strictly, ensuring the behavior of trusted 

subjects credible. At the same time, under the control of 
safe strategy, the trusted subjects will not destroy the 
system’s confidentiality, and the operation to lower level 
objects of trusted subjects is credible.  

Definition 7: The confidentiality  set C is divided into 
ciphertext set C1 and  plaintext set C2, C=C1∪C2. C1 is also 
divided into “classification ciphertext” C1m (most confidential, 
classified and confidential) and C1p (private ciphertext); and 
the levels of all elements in C1 are higer then the levels of 
all elements in C2.  

Property 4: *'-property: state v=(b,M,f,H)∈V, satisfies 
the *'-property: 
(4) iff  for all (s,o, x)∈b 

 x = r => fs (s)≥fo(o) 
 x = a => fo(o)≥fs(s)  
 x = w =>(¬∃ o'∈O, fo(o')≤ fo(o)∧ ((sro')∨

(swo')))∧ fs(s)≥ fo(o)  
 

So, the developed BLP model can meet the the special 
access rules between different security areas in Electric 
Power Enterprise. 
C. Discussion of Network Business Security Model 

Comparing with the BLP model, the network business 
security model can apply to meet the access rules between 
network business in diffident level. The network business 
security model has the following advantages: 
 The “trusted subjects” is defined. Although the BLP 

model proposed the concept of “trusted subjects”, it 
hadn’t specified which subjects are trusted subjects. 
According to the “white list” in Electric Power Enterprise, 
the network business security model has defined the 
“trusted subjects”. It has specified that the subjects in 
“white list” are all the “trusted subjects”. 

 The network business security model can meet the 
special security requirements of network business in 
Electric Power Enterprise.  At present, most of Electric 
Power Enterprise has classified the business security 
area. Information transmission between different 
security area is needed.  In some special conditions, the 
business in higher security area will need to write the 
data in lower security area. BLP model is too strict, so it 
couldn’t meet the special requirements. The network 
business security model has defined the “trusted 
subjects” and modified the *-property of BLP model, and 
it can meet the special requirements. 
But the network business security model also has 

shortcomings. This model isn’t proved mathematically, and 
the property 4(*'-property) is described not exactly. In the 
future work , the model will be further improved. 

 
IV. Case Study 

In this section, we will study a case to illustrate the 
network business security model. 

As shown in figure 1, Electric Power Information 
Network has been classified into four business security 
areas. In this case, we discuss the Power Grid Dynamic 
Monitoring System and Dispatching Management System. 
Power Grid Dynamic Monitoring System is in the business 

security rank Ⅰ area. Dispatching Management System is in 

the business security rank Ⅲ area. In the practical condition, 

businesses in Dispatching Management System should 
read the data of Power Grid Dynamic Monitoring System. 
And at the same time, businesses in Power Grid Dynamic 
Monitoring System should write the data of Dispatching 
Management System, in order to direct the dispatching 
management in time. 

So, in this case, we define the monitoring business as 
the subject sm, and define the dispatching data as the object 



66                                                 PRZEGLĄD ELEKTROTECHNICZNY (Electrical Review), ISSN 0033-2097, R. 88 NR 3b/2012 

od,. b= (sm ,od , x)∈ B, x ⊆ mt. Because Power Grid Dynamic 

Monitoring System is in the business security rank Ⅰ area, 

and Dispatching Management System is in the business 

security rank Ⅲ area. So, the subject sm is in rank Ⅰ level, 

and the object od  is in rank  Ⅲ level.  sm∈ST, is a trusted 

subject.  
When x = w, fs(sm)≥ fo(od) is true. And ¬∃o'∈O, fo(o')≤

fo(od)∧((sro')∨(swo'))) is true.  
So, b= (sm ,od , x) satisfies the property: x = w =>(¬∃o'∈

O, fo(o')≤fo(o)∧((sro')∨(swo')))∧ fs(s)≥ fo(o). 
In this case, the subject sm and the object od satisfy the 

network business security model. By studying this case, we 
can prove that the network business security model can 
meet the business security requirements of Electric Power 
Information Network. 

 
IV. Conclusion 

On the basis of the research on the access rules 
between different security areas in Electric Power 
Information Network, according to the defense emphasis of 
electric power information network, by studying the BLP 
model, a kind of network business security model based on 
developed BLP model is proposed. The model has brought  
the “white list” to the BLP model, and defined the “trusted 
subjects”. According to the “trusted subjects”, the model has 
modified the *-property of BLP model. The *'-property of 
developed model can allow the trusted subjects to write the 
lower level data. So the network business security model 
can apply to meet the special security requirements of 
network business in Electric Power Information Network.   
The model and research can solve the conflicts between 
the special access requirements and BLP model access 
control restriction, and can provide a new kind of  
theoretical foundation to the Electric Power Information 
Security. 
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