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This paper studies the adaptive synchronization of a switching system with unknown parameters
which switches between the Rossler system and a unified chaotic system. Using the Lyapunov
stability theory and adaptive control method, the receiver system will achieve synchronization with
the drive system and the unknown parameters would be estimated by the receiver. Then the pro-
posed switching system is used for secure communications based on the communication schemes
including chaotic masking, chaotic modulation, and chaotic shift key strategies. Since the system
switches between two chaotic systems and the parameters are almost unknown, it is more difficult
for the intruder to extract the useful message from the transmission channel. In addition, two new
schemes in which the chaotic signal used to mask (or modulate) the transmitted signal switches
between two components of a chaotic system are also presented. Finally, some simulation results
are given to show the effectiveness of the proposed communication schemes. © 2008 American

Institute of Physics. [DOI: 10.1063/1.2937017]

In recent years, switched systems have been widely inves-
tigated due to their potential applications in secure com-
munication, aircraft control, switching power converters,
and many other fields. In this paper, we discuss the adap-
tive synchronization of a switching chaotic system which
switches between two chaotic systems by utilizing the
Lyapunov stability theory and adaptive control method.
Several communication strategies are then presented
based on the synchronization of the switching system.
Moreover, another two new schemes in which the signal
used to modulate the transmitted signal switches between
two components of a chaotic system are also presented.
As the parameters are almost unknown and the signal
switches as time varies, it is more difficult for the in-
truder to detect the useful message from the transmission
channel. Finally, the proposed schemes are validated
through numerical simulations.

I. INTRODUCTION

In 1963, the first attractor, named for its discoverer Lo-
renz, arose from a mathematical model of the atmosphere.l
In 1979, Rossler presented another chaotic attractor from
chemical kinetics.” After that, many other chaotic attractors
were discovered. In 2002, Lii and Chen proposed a unified
chaotic system which unifies the Lorenz system, the Chen
system, and the Lii system together.’%*6

Since Pecora and Carrol’ found the chaos synchroniza-
tion in the laboratory in 1990, chaos synchronization have
been intensively studied,* " due to their great potential ap-
plications in many different areas such as secure communi-
cation, biological systems, information science, chemical re-
action, etc. Secure communication utilizing the
synchronization of chaos has become an interesting issue in
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recent years. In the existing literatures, many communication
schemes have been proposed including chaotic masking,”’20
chaotic rnodulation,10’11’13’21’22 and chaotic shift 1<ey.9’“’23 In
Ref. 20, the chaotic masking scheme was developed. In this
scheme, using two synchronized chaotic systems, the mes-
sage is masked by a chaotic signal, and the receiver can
recover the message by subtracting the masking signal. In
Ref. 22, the authors proposed another communication
scheme known as chaotic modulation. In this scheme, the
transmitter is switching among different trajectories of the
same chaotic attractor. Then the message modulated into the
phase space of the chaotic attractor can be recovered by the
synchronized receiver. In Ref. 23, the chaotic shift key
scheme which was designed to transmit a digital signal was
discussed. It can be considered as a special case of chaotic
modulation. In Ref. 24, the author gave a detailed history of
chaotic secure communication system, and then presented a
new scheme based on impulsive synchronization.

In recent years, increasing interest has been devoted to
the study of adaptive synchronization and its application to
secure communication.” 2% In Ref. 9, Feki designed an
observer-based response system to synchronize with a drive
system with unknown parameters, and then applied this to
secure communication. In Ref. 10, Wu investigated the adap-
tive synchronization of a unified chaotic system and then
proposed a new communication scheme by modulating the
emitted signal into the parameter. In Ref. 11, Yu et al. pro-
posed several new schemes including chaotic masking, cha-
otic modulation, and chaotic shift key based on the adaptive
control method.

Recently, switched systems have been widely investi-
gated since their numerous applications in control of me-
chanical systems, the automotive industry, and so on. In Ref.
26, Liberzon et al. proposed three basic problems regarding
the stability and design of switched systems. In Ref. 27,

© 2008 American Institute of Physics
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Huang et al. discussed the robust stability of switched
Hopfield neural networks. Most previous works” ™! studied
communication schemes based on the chaos synchronization
between the drive and response system. However, in this
paper we consider a switching system which switches be-
tween a unified chaotic system and the Rossler system as a
transmitter and then introduce several communication
schemes based on the adaptive synchronization of the
switching system. In addition, only one component of a cha-
otic system was used to mask (or modulate) the plaintext
message in Ref. 11. In this paper, we will discuss two new
schemes based on the switch method in which a chaotic sig-
nal used to mask (or modulate) the message switches be-
tween two components of a chaotic system.

The synchronization problem of a switching chaotic sys-
tem is discussed in the paper, and then this switching chaotic
system is used for secure communication. Since the chaotic
signal used to modulate the transmitted message switches
between two chaotic systems, it is more difficult for the in-
truder to detect useful information from the channel. In ad-
dition, two new schemes in which the chaotic signal used to
mask (or modulate) the transmitted signal switches between
two components of a chaotic system are proposed. In this
case, the intruder can not easily find which component is
used as a carrier. The rest of the paper is organized as fol-
lows: In Sec. II, the switching chaotic system is introduced.
In Sec. III, adaptive synchronization of the system with un-
known parameters is given. In Sec. IV, several communica-
tion schemes are presented based on adaptive synchroniza-
tion and the switch scheme. Simulation examples are given
to show the effectiveness of the proposed schemes in Sec V.
Finally, the conclusion is drawn in Sec. VI.

Il. THE SWITCHING SYSTEM

In Ref. 6, Lii ef al. proposed a unified chaotic system

x=25a+10)(y—x), y=(28-35a)x—xz+(29a-1)y,

(1)
. a+8
=Xy ——_ 2,

T3

where @ €[0,1]. When a €[0,0.8), system (1) belongs to
the Lorenz chaotic system. When a=0.8, system (1) belongs
to the Lii chaotic system. When « (0.8, 1], system (1) is the
Chen chaotic system. Based on this, Yu ef al. introduced a
modified chaotic system in Ref. 11,

x=Q25a+a)y-x), y=({b-35a)x—xz+(29a-c)y,

2)
. a+f
=Xy———:2,
g=xy-— 2
where «e[0,1]. When the parameters are taken as
(a,b,c,f)=(10,28,1,8), it is system (1). In Ref. 2, Rossler
discussed another chaotic system

X=-y-z, y=x+my, Z=n+z(x-I). (3)

Typical values of the parameters are (m,n,[)=(0.2,0.2,5.7).
In this paper, we propose a switching chaotic system

Chaos 18, 023128 (2008)

i=g(O{[258(1) + al(y —x)} +[1 - g(O][-y -zl

y=g(O{[b-358(1)Jx —xz +[29B(1) - c]y}
+[1 =g ][x+my], (4)

2 z] 1= g+ (e D)),

i=g(1) {xy -
where a, b, ¢, f, m, n, and [ are constant parameters, B(z)
€[0,1], and g(z) is a step function with respect to time ¢
defined by

1, 2ko<t<(2k+1)w,
g(t)=

5
0, Qk+Do<t<Qk+2)o, k=0,1,2, ..., ©)

where o is a positive constant. When 2ko<r<(2k+1)w, k
=0,1,2,..., system (4) is the unified system (2). When (2k
+)w<t<(2k+2)w, k=0,1,2,..., system (4) is the Rossler
system (3). As time ¢ varies, system (4) switches between
systems (2) and (3). The switching system exhibits more
abundant chaotic behaviors as the switch scheme and more
parameters are introduced. Moreover, one can find that the
switching system is still chaotic when the parameters are not
taken the typical values.

lll. ADAPTIVE SYNCHRONIZATION
OF THE SWITCHING SYSTEM

In this section, based on Lyapunov stability theory and
adaptive control approach adaptive synchronization of the
switching chaotic system is discussed.

Consider the following two chaotic switching systems
with unknown parameters. Drive system with subscript d and
response system with subscript r are described by

Xqg=g(R[25B(1) + a)(ya—xa)} + [1 = g(D][- ya— 24l

Ya=8WA[b = 358(t)Ix,— x4z, + [29B(t) — cly}

+[1 = g(O)][xy+my,l. (6)
Z4=g(t) [de’d - wzd} +[1=g()]ln+z4x,-1D],

and
X, = g(O{[258(1) + a()](y, - x,)} + g(H)u,
+[1-g-y,—z]+[1-g®)]u],

¥, = g(O{[b(1) = 358(1) Ix, - x,2, + [298(1) = &(1)]y,}
+8(Ouy +[1 - g, +m(0)y, ]+ [1 - gz, (7)

B0 +f)

3 Zri| + g(t)u3

Z.l’= g(t)lxryr

+[1 =g HAW + 2.[x,~ ()]} +[1 — g(O)]us,

where a, b, c, f, m, n, and [ are unknown constant parameters
to the response system, B(z) €[0,1], g(¢) is a function de-

fined by Eq. (5), a(1), b(z), &(t), f(1), (1), A(z), and i(z) are
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functions with respect to time 7, and u,, u,, us, uj, uj, and u;
are the controllers. Subtracting system (6) from Eq. (7), then
the error dynamical system can be written as

é1=g(O{[25B(1) + al(e; — 1) +[a(t) —a] (y,—x,) ]} + g(D)u,
+[1-g()][-er—e3]+[1 - g(1)]uy,

éy= g(O){[b - 35B8()]e, +[b(r) — blx, + [298(t) - cle,
—[é(r) = cly, + ejes -z, — x,e3} + g(Duy

+[1 =g Key +[in(0) = mly, + mes} +[1 - g()uy,  (8)

pu+f _fo-f
3 373 ¢

é3=g(t)[— r—e€iextyertx.e
+8(Mus+[1-g(O W) —n+z,e) +x,05— eye3
= [i(t) = 0z, = les} + [1 = g()]u,

where e;=x,—x,, e,=y,—y,, and e3=z,—z,. Choose the con-
trollers and adaptive laws as

Chaos 18, 023128 (2008)

’ ’ 2 ’ ’ ’ ’
u=—kie;, u=—kiej+ey, uy=—kye,, u3=-kies,

ki=g(nel, K =[1-g(nle,

az_g(t)(yr_xr)el’ l;=—g(t)x,ez, ézg(t)yreb (9)

f=g(r>§e3, ==[1-g@0y,er A==[1-g®]es,

I=[1-g(0]zes,
where i=1,2,3.
Choose a Lyapunov function candidate as follows:
Vie®]=3lei+ €3+ e3+ (ki = pi)*+ (k= po)* + (ks = p3)?
+ (ki = pa)* + (k3 = ps)* + (k} = pe)” + (a - a)?
+(b=b)+ (&= )+ (F= )+ (i — m)* + (1 = n)?
+(I- D7, (10)

where py, pa, P3, Ps, D5, and pg are positive constants. Dif-
ferentiating V along the solution of Egs. (8) and (9), we have

V[e(t)] = €16 + exéy + e3éz + (kg — pl)kl + (ky = Pz)kz + (k3 = Ps)k3 + (k) - P4)k{ + (ky - Ps)ké + (k3 — Pe)ké

+G-a)a+B-bb+ =)+ F=Nf+Gh—myp+ G—n)i+ (1 = DI

= g(t){— [258(1) + a]e% +[258(1) + aleje, + [a(t) — al(y, — x,)e; + [b = 358(1)]eje; + [l;(f) - blx,e,

+[298(1) = cle3 — [é(2) = cly,es + ejeses — z,e1e5 — x,0565 -

BO+f, flo)-f
63 -

3 3 Zre3 — €1€263 + y,€1€3 + X,€3€3

— kye} — kyes - k3e§} +[1 = g eres — eje5 + eyey + [i(2) — mly,e, + mes + [ii(r) — nles + z,e1e5 + x,€3

= e1e3 = [1(1) = [z,e5 = €3 = kie] + €3 = ks — kse3}y + g(0[(ky = pr)e + (ky = po)e + (ks = py)es]

+[1 = gk, = pa)e? + (k) = ps)ed + (K — ped] + (G — a)é + (b = b)b + (¢ — ¢)* + (f - >

+(—m?+ G -n)?+(1-17>

= g(z){— [258(1) + ale} + [a + b — 10B(1) - zJere, + [29B(1) — clé3 —

B) + f
3

2 2 2 2
eyt yee3 — piey — pre; — P363}

+[1 = g0 H(z, = Deres + me3 + (x, = D3 = paei = pse = pees}

< g(t){ {— 258(1) — a + 5

3

[a +b-108(1) - z,] + % —Pl]e% + {29,86) —c+ % —Pz]eg

2

2
+ [— P +f + % —p3]e§} +[1 - g(t)]{[% —P4}e% +[m - psle; + |:'xr_ L+ -1 —P6]e§}’ (11)
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_ x2 = g) Py (x5, 54.2,) +(1-gO¥ (x4, Vs.24)
Drive .
System Vi = 8D (x4, 54.2;) +(1—- gDV, (%;.54.24)
Za= g(£)®3 (x.::yd»zd)"'(l_ g(t))'*PB(xd,yd,zd)
s=h+y, 5 =(x; Zd)r
v v
h=s-y,* Recover Adaptive control
y 3
Y (x,2,)7
x = gO)d,(x,.5,.2,) +(1- gN¥ (x,.5,.2,)
Response .
Systeﬂl Yy = g(£)®2(xy ’yrrzr) F (1_ g(f))lyﬁ (Xr’yyvzr)

2 = gD, (%, 7,.2,) +(1- 23 (%, %,.2,)

FIG. 1. Chaotic masking scheme, where (X y 2)'=®(x,y,z)=(P; &, ®;)7

denotes the unified system (2) and (¥ y 2)7=W(x,y,z)=(¥, ¥, ;)" de-
notes the Rossler system (3).

Note that B(z), x,(1), yr), and z,(r) are bounded. Let p,
=max{—25,8(t)—a+[a+b—lOB(t)—Z,]2/2+y3/2}+1, P
=303—c, p3=—f/3+3/2, p4=3/2, ps=m+1, and pg
=max{x,—/+[z,—1]?/2}+ 1. Then one obtains

Vle] < g(n(-ef -3~ e3) +[1 - g()](- e~ &5~ €3

S 3 (12)

From Eq. (12), one knows that the receiver system (7) syn-
chronizes with the drive system (6).

IV. NEW COMMUNICATION SCHEMES
BASED ON THE SWITCH METHOD

A. Applications of the switching system to secure
communications

In this subsection, the applications of the switching sys-
tem to secure communications are discussed based on the
adaptive synchronization.

1. Chaotic masking

Yu et al. proposed a new communication scheme based
on the chaotic masking scheme.'" In this paper, the method is
adopted here. The plaintext message h(r) is masked by the
chaotic signal y,;, and only x,; and z; are used to drive the
response system. It should be noted that the signal y, is a
component switches between two different chaotic systems.
Under some restricted conditions of the parameters the drive
and response system will achieve synchronization. If we de-
note by s,(f)=y,+h(z) the transmitted chaotic signal, then
h(t) can be recovered by fz(t):sz(t)—y,, since y,—y, as t
— . The chaotic masking scheme is illustrated in Fig. 1,

Chaos 18, 023128 (2008)

where (X y 2)'=®(x,y,z)=(®; O, P3)" and (i y2)"
=W(x,y,z)=(¥, ¥, ¥;)T denote the unified system (2) and
the Rossler system (3), respectively.

The equations for the drive system and the response sys-
tem are

Xg=gW{[25B8(1) + al(y,— x)} + [1 = W)= v = 24l

Va=g(O{[b—35B(1)Jxg = x424+ [29B(1) — clyt
+[1=g(0)]lxs+my,l, (13)

B) + f
3

Zd=g(t){ded— Zdj| +[1=g()]ln+z4x,-1D],

and

X, = g(O{[258(1) + al(y, — x,)}
+g(uy +[1-g[-y,— 2,1+ [1 - g(®)]uj,

¥ =86 =358(1) Ix, - x,2,+ [29B(1) - cly,} + g(D)u,

+[1=gO]lx, +my,]+[1 - g(t)]us, (14)
Z.r = g(t) lxryr - wzr} + g(t)MS

+[1 - gOHa(0) +z,[x, ~ (O] +[ 1 - () Jue},

where f, n, and / are unknown parameters to the receiver, a,
b, ¢, and m are known constant parameters, and other nota-
tions are the same as the above section. The proposed control
is similar to the one in Egs. (9) with the fact that now, the
variable y,; will not be used to control, since it is variable
used to mask, and as a consequence, u,=0 and ué:O. Thus
the controllers and adaptive laws are designated by

’ ’ 2 ’
ui=—kie, uy=0, u=-kiey+ez, u;=0,

uy=—kies, ki=g(t)er, k =[1-g(0)]e?, (15)

ff=g<t>%e3, i=—[1-gles 1=[1-g(0]es,

where i=1,3. Equation (15) is independent of y,, since only
x, and z; are transmitted by the drive system.
Choose a Lyapunov function candidate as follows:

Vie(0)] = 3[e] + &3+ €3+ (ky = p)? + (ks — p3)* + (k] — py)?

+ (K =pe)+ (F= )2+ (A-n)?+ (-1,  (16)

where p;, p3, ps, and pg are positive constants. Then the
derivative of V with respect to time along the solution of
Egs. (13)—(15) is
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xa = gO)D)(x;,;.2,) +(1-g(O) Y (4. 5;.24)
Drive N
V=800, (x5, 54,2, ) +(1— gV, (x;5.54.2,) +h(E)
System 3 4
ze =g(O) D5 (x4, ¥4,2,) +(1 - g Y5 (x4, Y4.24)
s, =h+y, s=(x; y;+ht) Zd)’
v nf ]
h= S~V Recover | | Adaptive control | n o.rmatwn
: ] Signal
Y (x5 2,)
xr =g (%,,5,.2,) +(1- gN¥(%,.5,.2,)
Response "
System Yy = g(‘:)®2(xy ’yy’zy) + (1_ g(‘))q’z (K, ,ynz,)
zr = gO)5(%,,5,.2) + (1- g (N ¥3(%,, 7,.2,)
FIG. 2. Chaotic modulation scheme, where (X 2)/=®(x,y,z)

=(®, @, ®;)" denotes the unified system (2) and (¥ 2)"=W¥(x,y,z)
=(¥, ¥, ¥,)" denotes the Rossler system (3).

[a+b-108(1) -z,]
p

Vie(]< g(t)({— 258(1) — a + >

2
1
e —pl}e?+ {293(0 —c+ —}e%
2p

2
3 2 Ps3 (€3
+[1—g<r>]([%—p4]e%+me§
2
+{x,—l+%—p6}e§). (17)

Choosing ¢ >29=max|298(7)|, m <0, sufficient large posi-
tive constants p, and appropriate p;, one can obtain

Vie(n)] < —e%—se%—e%, (18)

where ¢ is a positive constant. From Eq. (18) one knows that
the receiver system (14) synchronizes with the drive system

(13). Thus, we can recover the plaintext message by ﬁ(t)
=h(t)+y,—v,. In practice, ¢ must be chosen to guarantee the
switching system chaotic. In this paper one often chooses 0
<c<7and 0<pB(r)<c/29.

2. Chaotic modulation

In this subsection, we discuss the application of the
switching system based on the chaotic modulation scheme
proposed in Ref. 11. The modulation scheme is illustrated in
Fig. 2. In this case, the plaintext message h(¢) is modulated
into the component y,; of the switching system and the trans-
mitted signal is [x, y,+h(z) z,]7. If the receiver system syn-
chronizes with the drive system, then the plaintext message
h(t) can be recovered by ﬁ(t):sz(t)—y,, where s,(f)=y,
+h(r). As the chaotic signal used to modulate the plaintext is

Chaos 18, 023128 (2008)

a component switching between two different chaotic sys-
tems, it is more difficult for the attacker to detect the useful
message from the channel.

The equations for the drive system and response systems
are

Xg=gW{[25B8(0) + al(y,— x)} + [1 = g(O)][- y4— 24l

Va=g(O{[b—358(1)Jxg = x424+ [29B(1) — ]yt
+[1=g(0)]lxy+ my4] + h(2), (19)

B(t)+f ]
2d

Zd=g(f)[xdyd— +[1=-gO][n+z4xs—=D],

and
xr = g(t){[2518(t) + a](yr - xr)} + g(t)ul
+[1=g@OI-y,—z]+[1 - g(®)]uj,

)}r = g(t){[b - 3SB(I)]-xr - X2+ [29B(t) - C])’r}
+8(Ouy + (1= gO)[x, + my, ] +[1 - g(O)]u;,  (20)

B0+

3 Zr:| + g(t)lzl3

Z.r= g(t)lxryr

+[1 - g HAW + 2.6, ~ (O]} +[1 - g(O)]us,

where f, n, and / are unknown parameters to the receiver, a,
b, ¢, and m are known constant parameters, and other nota-
tions are the same as the above section. Subtracting Eq. (19)
from Eq. (20), then the error dynamical system can be writ-
ten as

é1=gM{[258(1) + al(ey — e))} — g(key
+[1-g(O][- ez~ es]+[1 - g()](=kje; +e3),

é,=g(O{[b - 35B()]e, +[b(1) - blx, + [29B(1) - cle,
—[é() = cly, + eje3 -z, —x,e5} — g(t)ey
+[1-g(Key +[m(t) —mly, + mey} —[1-g(t)]e,, (21)

BO+f  f-f
N

é3=2g(1) Z,—eey+y.e;+x.e,

—g(Dkses +[1 - g W) —n+z.eq +x,e5

—eye3—[1(1) = 11z, les} — [1 - g(1) JKSes,

where e;=x,—x;, e;=y,—y,, and e3=z,—z,; Noting that the
transmitted signal is [x, y,+h(f) z,]7, we choose the control-
lers and adaptive laws similar to the one in Egs. (9),

r_ ’ 2
u =—ke +e;3,

ui=—ke, uy=uy=—[y,—(y,+h)],

uy=—khes, ki=g)e?, kl=[1-g(n)]e?, (22)

ff=g(r>§e3, A==[1-g®]es, 1=[1-g®]zes,

where i=1,3.
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Choose a Lyapunov function candidate as follows:
Ve]=3lef + 3+ €3+ (ki = p1)*+ (ks = p3)* + (k) = pa)?

+ (ks =p?+ (F= P+ (- + (-0,  (23)

where py, p3, ps, and pg are positive constants. Differentiat-
ing V along the solution of Eqs. (21) and (22), similar to Eq.
(11), one has

[a+b-108(t) - z,)?
2

Vle(n)] = g(t)({—ZSB(t) —a+p
2
+%—p1}e?+ [29B(t)—c+2ip— l}ei

NICEI! 2>
T3 2—173 €3

[ —g(r)]H% —p4}6%+ (m=1)e2

2
+ {x,—l+ [Z,; d —p6]e§}. (24)

Choosing c+1>29=max|298(t)|, m<1, sufficient large
positive constants p, and appropriate p;, one obtains

Vie(n] = - e% - seg - e%, (25)

where ¢ is a positive constant. From Eq. (25) one knows that
the response system (20) synchronizes with the drive system
(19). As discussed in the above subsection, ¢ must be chosen
to guarantee the switching system chaotic. Here we often
choose —1<c=<7 and 0<B(r)<(c+1)/29.

3. Chaotic shift key

The unknown constant parameters of the drive system
can be correctly estimated by the receiver system based on
the adaptive synchronization method. In previous works,”!!
the authors pointed out that the receiver system can also

estimate slow varying variables, such that 6=0 (is a Sys-

tem parameter) or piecewise constant such that 6=0 every-
where except at some discrete instants of time. Therefore, if
a digital information signal is modulated into some param-
eter (or parameters), the response system can estimate these
variations and hence recover the information signal. Here,
we introduce the switch scheme into the communication
scheme. In this situation, a binary signal is modulated into
different parameters as time varies. The equations for the
drive system are

ig=g(M{25B8(1) + al(yqa—x )} +[1 = gD ][= ya—zal,

Ya=8gW{[b = 358(t)Jxs = x4z4+ [298(1) — g(t)h(t) ]y i}
+[1=g(0) Ky +[1 - g®]n(t)ya}, (26)

B) +f

Z4=g(1) |:xd)%l - Zd] +[1=g®]n+z4(x,= D],

and the response system is

Chaos 18, 023128 (2008)

i, = g({[258(1) + a(t) |(y, — x,)} + g(Du,
+[1 =)=y, —z]+[1-g®)]uy,

¥, = gO{[b(1) - 35B(1) Ix, - x,2,+ [29B(1) - &(1) Iy}

+ g+ [1 = O]+ Oy +[1-Ols  @7)
. g(t)[xryr - wa] + (s + [1 - g(10i(0)

+ 2,0, = IO +[1 - g()]us,

where g(7) is a step function defined by Eq. (5), and A(r) is a
binary signal. The signal is modulated into system parameter
c or m as time varies. With the controllers and adaptive laws
designated by Eq. (9), the parameters in the response system
will converge to those in the drive system based on adaptive
synchronization discussed in Sec. III. Thus the signal can be
recovered by (f)=g(t)é(1) +[ 1 - g(1) ] (2).

Remark: In addition, the signal information can be di-
vided into several parts, and each part is modulated into a
system parameter, respectively. Thus one can easily recover
the signal by combining the corresponding parameters in the
receiver system together. For example, the binary signal can
be modulated into the parameters ¢ and m, and the corre-
sponding drive system is

f= gOU2580) + ally—xk+ [1 -~ g1y 2],
Ya= g(t){[b =358(1) x;— x 424+ [2930) - %t)}yd}

+[1 —g(t)][xd"' @M]’ (28)

B) +f

Zd=g(f)[xdyd— Zd:| +[1=-g®)]n+z4x,=D].

The response system is Eq. (7). One would demodulate the
message by ﬁ(t)zé(t)+n%(t). In fact, the parameters c, f, m,
n, and [ all could be used to modulate the signal. Thus one
can choose several parameters from them randomly to modu-
late the signal. It is very difficult for the attacker to ascertain
which parameter (or parameters) is used to modulate the
transmitted signal. The wide choice range enhances the se-
curity of this communication scheme.

B. Other communication schemes

In this subsection, we use the unified system (2) instead
of the switching system (4) as a transmitter. It is noted, in
Ref. 11, that the chaotic signal used to mask (or modulate)
the information signal is only one component of the chaotic
system. Here, we show two new methods to mask (or modu-
late) the information signal in which the chaotic signal used
to mask (or modulate) could switch between two compo-
nents of the unified system. These methods could also be
introduced into other chaotic systems when they serve as
transmitters in secure communication.
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FIG. 3. Switch masking scheme.

1. A switch scheme based on chaotic masking

In this scheme, the chaotic signal used to mask the plain-
text message h(f) switches between two components y,; and
zg of a chaotic system. When 2ko<:<(2k+1)w, k
=0,1,2,...,g(t)=1, z; is added into the plaintext message
h(r) for masking the signal, and x; and y, are used to drive
the response system. When (2k+1)o<t<(2k+2)w, k
=0,1,2,...,g(t)=0, y, is used to mask h(z), and x,; and z,
are enough to drive the response system. If we use the trans-
mitted signal s,(1)=g(t)[zy+h(D)]+[1-g(®) ][y, +h(2)], then
the plaintext signal h(f) can be recovered by fl(t)=s2(t)
—{g(0)z,+[1-g(®)]y,}, as the response system will synchro-
nize with the drive system. The switch masking scheme is
depicted in Fig. 3.

The drive system and response system are defined below,
respectively,

x,=[25B(1) + al(y,— x4),

Ya=[b—35B(t)Ixy = x424+ [298() = c]yq, (29)
. B +f
2d=XaVd— 3 24>

and

xr= [2SB(I) + a](yr_ xr) +up,
¥r=[b-358(0)Ix, - x,2,+ [29B(t) - cly, + g(D)uy,  (30)

B) +f

Z.rz-xryr_ Zr+[l_g(t)]u3’

where a, b, ¢, and f are known constant parameters, and
other notations are defined as in Sec. III. The controllers are
designated by

Chaos 18, 023128 (2008)

ui:_kiei’ kl :e%, k2:g(t)e%’ kS :[1 _g(t)]eg’ (31)

where i=1,2,3. Subtracting system (29) from Eq. (30), one
has

é1=[25B(1) + al(ey — ey) +uy,

é,=[b—=35B(1)]e; +[298(1) — cle, + e1e5— 7,1 — x,e3
+8(uy, (32)

B() +f
3

é3=— es—ejey+y,e)+x.e0+[1—g(0)]us,

where e;=x,—x;, e,=y,—Yyg4, and e3=2,—2,.
Choose the following Lyapunov function candidate:

Vie(]=5lel+e3+e3+ (ki —p)* + k3 + 3], (33)

where p is a positive constant. Differentiating V along the
solution of Egs. (31) and (32), similarly to the above process,
one has

[a+b=108() - 2,)
2
2
1
L2 —p}e% + {29,80) —c+ —}e%
2 2p

1

po+f 1],
+[— 3 +2pje3. (34)

Choosing ¢>29=max[298(1)|, f>1=max|8(t)|, sufficient
large positive constants p;, and appropriate p, one obtains

Vie(n] < {— 25B8(H) —a+p,

Vie(n)] < —e%—sleg—szeg, (35)

where g, and &, are positive constants. From Eq. (35) one
knows that the response system (30) synchronizes with the
drive system (29). Thus, we can recover the plaintext mes-
sage by h(t)=s,(t)—{g()z,+[1-g(1)]y,}. As discussed in the
above subsection, ¢ must be chosen to guarantee the system
chaotic. Here we often choose 0<c¢ <2 and 0< B(r) <c/29.

2. A switch scheme based on chaotic modulation

In this subsection, the switch method is introduced into
the chaotic modulation scheme. The equations for the drive
system and response system are

x,=[25B(1) + al(y,— x4),
Va=[b—=35B(t)1x;— x42,+[298(t) = cly, + g(Dh(r),  (36)

4= XYa— @Zd +[1-g()]h(r),

and

X, =[25(0) + al(y, - x,) +uy,

yr = [b - 35ﬁ(t)]xr - Xzt [29B(I) - c]yr + g(t)MZ» (37)
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FIG. 4. Switch modulation scheme.
. B +f
=Xy T 4t [1 - g(l)]bt3,

3

where a, b, ¢, and f are known constant parameters, and
other notations are defined as in Sec. III. The controllers are
designated by
w=-ke, k=ep, w=-[y,—ys—h@®],
(38)
uy=—[z,—z4=h(n)].

The plaintext message 4(z) is modulated into the chaotic sig-
nal y, when 2ko<:<(2k+1)w, k=0,1,2,... as g(r)=1.
While 2k+1)o<r<(2k+2)w, k=0,1,2,..., the message
h(t) is modulated into z,; as g(r)=0. Thus the message h(¢) is
modulated into a signal which switches between two compo-
nents of the unified system. The transmitted signal is s
={x; y,+g(0h(t) z,+[1-g(t)]h(t)}T. As the response system
will synchronize with the drive system, the message h(f) can
be recovered by h(f)=s,(t)+s4(t)—y,—z,, where s,=y,
+g(0)h(r) and s3=z4+[1-g(¢)]A(z). The switch modulation
scheme is illustrated in Fig. 4. Subtracting system (36) from
Eq. (37) yields the following error dynamical system:

é1=[25B(1) + al(ey — ey) + uy,

é,=[b-35p(1)]e; +[29B(1) — cle, + eje3 - 7,1 — x,e3
- g(0)es, (39)

_BO+f
3

é3= ex—ejey+y,e;+x,.e0—[1—-g(1)]es,

where e;=x,—x;, e,=y,—y, and e3=7,—2,.
Choose a Lyapunov function candidate as follows:

Chaos 18, 023128 (2008)

FIG. 5. (Color online) Trajectories of the drive system (6).

Vle()] = 5[et + &3+ &3+ (ky - p)*], (40)

where p is a positive constant. Differentiating V along the
solution of Egs. (38) and (39), similar to the above process,
one has

[a+b-108(t) -z,

Vie(] < {— 25B(1) - a+p

2
p2ys 2 [29 - L] 3
Yoy Tpfar| PR ek e
+{_B(t)3+f+%}eg—gei—[l—g(’)]eg' “1)
P2

Choosing ¢>29=max[298(1)|, f>1=max|8(t)|, sufficient
large positive constants p;, and appropriate p, one obtains

Vie(n] =< - e% - eleg - szeg, (42)

where g; and &, are positive constants. From Eq. (42), one
knows that the response system (37) synchronizes with the
drive system (36). Thus, the plaintext message can be recov-
ered by ﬁ(t)=s2+s3—y,—z,, since y,—y,; and z,—z; as t
— . As discussed in the above subsection, in order to guar-
antee the system chaotic, we often choose 0<<c=2 and 0
< B(1)<c/29.

V. NUMERICAL EXAMPLES

In this section, the simulation results are given to verify
the effectiveness and feasibility of the proposed methods.

A. Adaptive synchronization of the switching
system

First, the numerical results about the adaptive synchro-
nization of the switching system are shown. Consider the
drive system (6) with parameters (a,b,c,f,m,n,l)
=(10,28,1,8,0.2,0.2,5.7), w=1.2, and B(r)=[1+sin(r)]/2.
The response system is Eq. (7) with the controllers and adap-
tive laws as Eq. (9). The dynamical behavior of the drive
system (6) is shown in Fig. 5, from which we can find it is
chaotic. The trajectories of error dynamical system (8) are
depicted in Fig. 6, which illustrates the receiver system (7)
synchronizes with the drive system (6). In addition, the adap-
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FIG. 6. (Color online) Error states of the drive system (6) and the response
system (7).

tive functions a, l;, ¢, f, m, n, i, k;, and kl’ in receiver system
(7) are drawn in Figs. 7 and 8, respectively. As can be seen
from Fig. 7, the parameters a, b, ¢, f, m, n, and [ can be
estimated by the response system parameters d, b, é, f

and [, respectively.

1. Chaotic masking

Consider the drive system (13) with the parameters
(a,b,c.fm,n,0)=(9,27,7,8,-0.2,0.2,5.5), w=1, and B(¢)
=3[1+sin(z)]/29. The response system is Eq. (14) with the
controllers and adaptive laws (15). The plaintext h(z)
=10 cos(¢) and the transmitted 51gnal is s5,(1)= h(t)+yd The

error states and adaptive functions f, A, and [ in response
system (14) are illustrated in Figs. 9 and 10, respectively.
One can find that the message h(r) can be recovered success-

fully by /(f)=s,(t)—y, from Fig. 11. The error between the
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FIG. 7. (Color online) States of functions a(7), 5(¢), é(9), f'(t), m(t), i(r), and
1(#) in the response system (7).
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FIG. 8. (Color online) States of functions k; and k/ in the response
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10 T T T T T
&
5L 5
: 3
:
[0} —5 —/ ' .
i
|
—10f -
|
\
-15} ]
i
\
_ool L L L L L
0 10 20 30 40 50 60

FIG. 9. (Color online) Error states of the drive system (13) and the response
system (14) with w=1.
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FIG. 10. (Color online) States of functions f(t), 7A(t), and i(t) in the response
system (14) with w=1.
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FIG. 11. (Color online) States of the transmitted signal s,(7), the plaintext
h(t), and the recovered signal 7)) (w=1).

original information signal /(z) and the recovered one h(?)
are depicted in Fig. 12. From Fig. 12, it is easy to find that
the information signal 4(r) is recovered after 7=~ 11 with fluc-
tuation for mismatch |a(f)—h(1)| <274

Different values of w in the step function g(r) can lead to
different speed for recovering the information signal. When
the values of the parameters are taken as above except w
=4 and w=1/4, the corresponding numerical results are il-
lustrated in Figs. 13 and 14, and Figs. 15 and 16, respec-
tively. In Fig. 14 when w=4, it takes a little longer time (r
~48) to recover the information signal with fluctuation for
mismatch |h(r)—h(1)|<2*. When »=0.25, as can be seen
from Fig. 16, the information signal is recovered after ¢

~28 with fluctuation for smaller mismatch |h(r)—h(?)]
$2—5.5.

log |A(t) — h(t)
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t

FIG. 12. (Color online) The variation of log|h(t)—ﬁ(t)| with the time scale
t (w=1).
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FIG. 13. (Color online) States of the transmitted signal s,(7), the plaintext
h(t), and the recovered signal A(f) (w=4).
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FIG. 14. (Color online) The variation of log|h(f)—/(f)| with the time scale
t (w=4).
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FIG. 15. (Color online) States of the transmitted signal s,(7), the plaintext
h(1), and the recovered signal (1) (0=0.25).
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FIG. 16. (Color online) The variation of log|A(f)—A(7)| with the time scale
t (w=0.25).

2. Chaotic modulation

In this subsection, the plaintext is modulated into the
drive switching system, which switches between the Rossler
system and the unified system. The values of the parameters
in  system (19) are taken as (a,b,c.f,m,n,l)
=(12,25,7,8,-1,0.2,5.5), w=1, and  B(1)=3.4[1
+sin(z)]/29. The plaintext message is /(r)=10 sin(2¢). The
response system and the controllers and adaptive laws are
Egs. (20) and (22), respectively. The error states and adaptive

functions f” A, and [ in response system (20) are illustrated in
Figs. 17 and 18, respectively. The transmitted signal s,(¢)

=h(t)+y, and the recovered signal h=s,(r)—y, are drawn in
Fig. 19, from which one can find that the message can be
demodulated successfully.

In order to study the time required for recovering the
information signal and the accuracy of the recovered signal,
we use sinusoidal functions with three frequencies for simu-
lation. Figures 19-24 show the transmitted signal, the recov-
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FIG. 17. (Color online) Error states of the drive system (19) and the re-
sponse system (20).

Chaos 18, 023128 (2008)

12 T T T T T
\ — 7
10 R
1 l
2 i
4+ i
-6 . . . . .
0 5 10 15 20 25 30

FIG. 18. (Color online) States of functions f‘(z), A(t), and I(7) in the response
system (20).

S 40 . . r .

@ —h
3| i

g o0 1
o N

o \

el

S of

%

)

=

T _20 . ! L . .

a 0 5 10 15 20 25 30

FIG. 19. (Color online) States of the transmitted signal s,(¢) and the recov-
ered signal fz(t) where the plaintext is /(r)=10 sin(21).
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FIG. 20. (Color online) The variation of log|h(t)—ﬁ(t)| with the time scale
t where h(t)=10sin(21).
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FIG. 21. (Color online) States of the transmitted signal s,(7) and the recov-
ered signal /(f) where the plaintext is (¢)=10 sin(¢/2).

ered signal, and the error between the original information
signal and the recovered one for three different information
signal ~ h(r)=10sin(27), h(t)=10sin(z/2), and  h(r)
=10 sin(10r), respectively. In Fig. 20, when A(r)=10 sin(2z),
one can find that the information signal A(f) is recovered
after #~31 with fluctuation for mismatch |h(r)—h(z)| <275
In Fig. 22, when h(r)=10sin(¢/2), it is found out that the
signal A(r) is recovered after =23 with fluctuation for mis-
match |h(r) - ()] <27°. As for h(r)=10 sin(107), it is easy to
find that the signal fz(t) is recovered after = 19 with fluctua-
tion for smaller mismatch |h(r)—h()|<277 from Fig. 24.
Thus the conclusion can be drawn that the recovered signals
almost have the same accuracy for the information signals
with different frequencies. As for the time required for re-
covering the signal, if the frequency of the information sig-

log |A(t) — h(t)
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FIG. 22. (Color online) The variation of log|A(f)—/(f)| with the time scale
t where h(t)=10sin(¢/2).
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FIG. 23. (Color online) States of the transmitted signal s,(¢) and the recov-
ered signal 7(f) where the plaintext is A(¢)=10 sin(10z).

nal is less or more than 717 Hz, the time used to recover the
signal is shorter than the time when the frequency of the
information signal is equal to 7—17 Hz.

3. Chaotic shift key

In this subsection, the plaintext message is modulated
into different parameters of the chaotic switching system as
time varies. Consider the drive system (26) with
(a,b.f,n,01)=(10,28,8,0.2,5.7), w=1, and PB()=[1
+sin(z)]/2. The binary signal 4(z) shown in Fig. 27 is modu-
lated into the system parameter ¢ or m as time varies. The
response system is Eq. (27) with adaptive laws (9). The error
states between the drive system (26) and receiver system
(27) are shown in Fig. 25. Furthermore, the adaptive func-
tions d, b, f, A, and [ in receiver system (27) are illustrated in
Fig. 26. The transmitted message h(f) can be recovered by
h(t)=g(Dé(n)+[1-g(1)m(), and they are depicted in
Fig. 27.

log|A(t) — h(t)]
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FIG. 24. (Color online) The variation of log|h(t)—ﬁ(t)| with the time scale
t where h(t)=10 sin(10¢).
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FIG. 25. (Color online) Error states of the drive system (26) and the re-
sponse system (27).

In addition, the signal can be modulated into several
parameters of the switching system. Consider the following
drive system:

Xq=gW[25B(1) + al(ys—x)} +[1 = g(D][= ya—zal.

a=8(O[b = 3580 Tx,— x424+ }29B(1)

h h
- (Tt)yd"‘ [1- g(t)]|:xd+ (Tt)}’d} > (43)
B(1) + @
Za=8O| Xy — Zd

3
+[1=-g@)][n+z4(xs—=D],

where  (a,b,n,l)=(10,28,0.2,5.7), w=1, and B
=[1+sin(r)]/2. The useful information distributes in three
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FIG. 26. (Color online) States of functions a(z), B(t), f(t), (1), and i(t) in
the response system (27).
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FIG. 27. (Color online) States of the binary signal A(z) and the recovered

signal ﬁ(z)=g(z)€(t)+[1—g(t)]n%(t), since A(t) is modulated into ¢ when
g(r)=1, and h(r) is modulated into m when g(r)=0.

parameters ¢, m, and f of the system. The response system is
Eq. (7) with adaptive laws (9). Thus the transmitted message
h(t) can be recovered by ﬁ(t):é(t) + f(t)+r?z(t), and they are
illustrated in Fig. 28, respectively. One can also use two
parameters to modulate the signal. For example, when the
signal is modulated into ¢ and f with (a,b,m,n,l)
=(10,28,0.2,0.2,5.7), the binary signal h(z) and the recov-
ered signal h()=é(t)+ f(t) are shown in Fig. 29, from which
one can find that the modulated signal would almost be re-
covered precisely when #>10. Figure 30 displays the case
when f and m are used to modulate the signal with
(a,b,c,n,1)=(10,28,1,0.2,5.7). In fact, the parameters c, f,
m, n, and [ all could be used to modulate the signal. Thus, a
wide choice range of the parameters enhances the security of
this communication scheme.
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FIG. 28. (Color online) States of the binary signal A(f) and the recovered
signal ﬁ(t):é(t)+ f(t)+;ﬁ(t) since the binary signal is modulated into ¢, f,
and m as shown in Egs. (43).
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FIG. 29. (Color online) States of the binary signal h(z) and the recovered
signal W =¢()+ f’(z) as the binary signal is modulated into ¢ and f.

B. Another two communication schemes

In this section, the unified system (2) is used as a trans-
mitter. The chaotic signal used to mask or modulate the
plaintext message is switching between two components of
the unified system.

1. Switch scheme based on chaotic masking

Consider the drive system (29) with parameters
(a,b,c,f)=(9,28,2,7), w=6, and B(r)=0.9[1+sin(r)]/29.
The plaintext is 4(7)=10 sin(2¢). The response system is (30)
with adaptive laws (31). If we use the transmitted signal
sy(1)=h(t)+g(t)z;+[1—-g(t) ]y, then the plaintext h(f) can be
recovered by (1) =s,(1)~{g(1)z,+[1-g(1)]y,}, since y,—y,
and z,—z,; as t— . The transmitted signal and the recov-
ered signal are illustrated in Fig. 31.
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FIG. 30. (Color online) States of the binary signal /(z) and the recovered
signal A(1)=(1)+ (1) as the binary signal is modulated into f and .
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FIG. 31. (Color online) States of the transmitted signal and the recovered
signal in the switch masking scheme.

2. Switch scheme based on chaotic modulation

In this example, the signal used to modulate the message
switches between y, and z,; Consider the drive system (36)
with parameters (a,b,c,f)=(9.5,29,2,7), =6, B(1)
=0.9[1+sin(r)]/29, and h(r)=10 cos(2¢). The response sys-
tem is (37) with adaptive laws (38). If we use the transmitted
signal s,(1) +s55(1)=h(t) +y,+z4 then the plaintext i(f) can be
recovered by h(f)=s,(1)+s55(t)=(y,+2,), since y,—y, and
7,— 24 as t—. The transmitted signal and the recovered
signal are shown in Fig. 32.

VI. CONCLUSIONS

In this paper, a switching chaotic system which switches
between the unified chaotic system and the Rossler system is
proposed, and then its applications to secure communications
are discussed. Different from the existing secure communi-
cation methods, the transmitted signal is modulated into a
switching chaotic system instead of one chaotic system. In

SZ+SS

plaintext and recovered sigal

FIG. 32. (Color online) States of the transmitted signal and the recovered
signal in the switch modulation scheme.
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addition, the system parameters are assumed to be unknown.
Furthermore, two new communication schemes in which the
transmitted signal is masked by (or modulated into) a chaotic
signal which switches between two components of the uni-
fied system are also proposed. Using the Lyapunov stability
theory and adaptive control method, the receiver system will
achieve synchronization with the drive system. Thus the
message can be recovered successfully by the receiver. Nu-
merical results have verified the effectiveness of the pro-
posed methods.
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