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Abstract — ZigBee network is a kind of flexible wireless

network technology for control and monitoring applications
and new techniques of security measures are essential for

high-survivability network. Based on the effectiveness of
AODVjr (Ad hoc on-demand distance vector junior) rout-

ing protocol in ZigBee networks, in this paper, we proposed

a new security-enhanced key distribution scheme for AOD-
Vjr routing protocol in ZigBee networks. The key distri-

bution was scheme implemented by combining the param-
eter exchange of Diffie-Hellman algorithm into the hand-

shake protocol for node’s joining a ZigBee network. Espe-

cially, the major improvement of Diffie-Hellman algorithm
is to mix the parameters of key exchange with XOR op-

eration so as to defend against typical man-in-the-middle
attacks. Meanwhile, we analyzed the effect of XOR opera-

tion on key parameters by deducing the related theorems.

Through the security analysis, the key distribution scheme
demonstrates stronger security. We can verify that the

AODVjr routing protocol with security enhancement has
larger flexible application in ZigBee networks.

Key words — AODVjr, ZigBee, Key distribution,

Diffie-Hellman algorithm, XOR operation.

I. Introduction

ZigBee wireless technology based on the IEEE 802.15.4

standard is a kind of flexible wireless network technology,

which offers low power consumption, interoperability, reliabil-

ity and security for control and monitoring applications with

low to moderate data rates. The ZigBee Alliance promotes

world-wide adoption of ZigBee as the leading wirelessly net-

worked, sensing and control standard for use in consumer elec-

tronics, energy, home, commercial and industrial areas, many

of which are security sensitive. If the network was not secured,

an attacker could modify and inject messages to cause a net-

work error or industrial harm. Meanwhile, many applications

also require confidentiality and most have a need for integrity

protection.

According to ZigBee Specification[1], the ZigBee stack ar-

chitecture includes a number of layered components such as

IEEE 802.15.4-2003 Physical (PHY) layer and Medium access

control (MAC) layer. The ZigBee Alliance builds on this foun-

dation by providing the ZigBee Network (NWK) layer frame-

work for the application layer, which consists of the Applica-

tion support (APS) layer, the ZigBee device object (ZDO),

and manufacturer-defined application objects. For the ZigBee

security architecture, the NWK and APS layers are respon-

sible for the secure transport of their respective frames. The

APS layer provides services for the establishment and mainte-

nance of security relationships. The ZDO manages the security

policies and security configuration of a device. The level of se-

curity provided by ZigBee security architecture depends on the

safekeeping of symmetric keys, proper implementation of cryp-

tographic mechanism and associated security policies. Trust in

security architecture ultimately reduces to trust in the secure

initialization and installation of keying material and to trust in

the secure processing and storage of keying material. Further-

more it is assumed that secret keys do not become available

outside the device in an unsecure way. When a device that has

not been preconfigured joins the network, a single key may be

sent unprotected, thus resulting in a brief moment of vulner-

ability where the key could be obtained by any devices. This

can lead to a critical security compromise if it is possible for

an untrusted device to obtain the key.

To create a highly secured ZigBee network, Sastry et al.[2]

highlighted a lot of security considerations for IEEE 802.15.4

networks, and Zheng et al.[3] presented a systematic analysis

of the threats faced by low rate wireless personal area net-

works with respect to the protocol stack defined by IEEE

802.15.4 and the ZigBee Alliance. Kim et al.[4,5] pointed out

the difficulty in distributing shared symmetric keys between

each pair of nodes, constructed a secure ZigBee scheme for

realistic scenarios consisting of a large network with several

clusters containing coordinators and numerous devices, and

presented an elliptical curve identity-based cryptography pro-

tocol to improve the security level of ZigBee network. Chen

et al.[6] proposed an identity-based authentication protocol for

ZigBee networks and designed a secure protocol for exchanging

public parameters between two clusters. As a main research

direction, routing protocol is important in the context of Zig-

Bee networks and many routing protocols for ZigBee networks

have been proposed and proved to be very useful[7−9]. Two
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alternative routing schemes were proposed in the framework

of the ZigBee Alliance. The first is the well-known AODV (Ad

hoc on-demand distance vector) routing protocol, which was

designed for highly dynamic application scenarios in wireless

ad-hoc networks. The second is a Tree-based routing proto-

col based on a hierarchical structure established among nodes

during the network formation phase. Ran et al.[7] introduced

the mixed routing strategy of AODV and tree routing of Zig-

Bee and proposed a routing selection strategy based on data

services and an energy-balance algorithm in ZigBee. Cuomo

et al.[8] compared two routing paradigms proposed by the Zig-

Bee Alliance, and pointed that a hierarchical routing scheme

based on the MAC association procedures offered more bene-

fits with respect to reactive routing in typical sensor network

applications. Qiu et al.[9] focused on improving performance in

adaptive routing and flexible management for AODVjr routing

protocol in a ZigBee network. However, few key distribution

schemes for secure routing in ZigBee network have been con-

sidered. A malicious node could make use of the flaws and

inconsistencies in the routing protocol to create faked routing

messages and advertise nonexistent links, provide the incor-

rect link state information and flood other nodes with routing

traffic. Hence the security enhancement of routing protocol

for ZigBee networks need be further investigated.

In this paper, to enhance the security of AODVjr rout-

ing protocol in ZigBee networks, we focus on the security of

routing message and troublesome key distribution problem for

ZigBee networks and try to propose an efficient key distribu-

tion scheme for secure AODVjr protocol in ZigBee networks.

We believe such improvement can enhance ZigBee networks to

defend against more attacks.

II. Related Works

ZigBee wireless technology features the formation of Per-

sonal area network (PAN): coordinators, routers, and end de-

vices. The coordinator initializes a network, manages network

nodes, and stores network node information; the router par-

ticipates in the network by routing messages between paired

nodes; the end device acts as a leaf node in the network. The

routing protocol of ZigBee network must consider routing re-

sponsibility of different devices. For this reason, AODVjr +

Cluster tree routing protocol was used to solve this problem[9].

AODVjr is based on the AODV routing protocol and is a

trimmed down AODV specification which removes all but the

essential elements of AODV and has nearly the same perfor-

mance as AODV[10]. Concretely, AODVjr removes the follow-

ing items from the AODV specification: sequence numbers;

gratuitous Route reply (RREP); hop count; hello messages;

Route error (RERR); precursor lists. The AODVjr routing

protocol is a reactive routing protocol, and routes are deter-

mined only when needed. Although source originates route

on-demand, the destination, not source, finally determines the

route due to the unique resulting route. Then an improved

AODVjr with multiple feedback policy was proposed[11]. It

can change the routing decision commander from destination

to source and make a proactive routing decision on the basis

of multiple feedback information.

One immeasurable quality of AODVjr is its simplicity. To

enhance the security of AODVjr routing protocol in ZigBee

networks, the part of routing information needs to be pro-

tected by some secure measure. Since AODVjr has been sim-

plified without hop count, it is not necessary to use hash chains

to secure the hop count information. Although RERR mes-

sages have a big amount of mutable information, RERR is

also not used by AODVjr. Meanwhile symmetric cryptogra-

phy provides a solution of digital signature with tamper resis-

tant. Therefore every node (generating or forwarding a routing

message) uses digital signatures of symmetric cryptography to

sign the whole message and any neighbor verifies the signature.

Compared with SAODV (Secure AODV)[12], the authentica-

tion of our proposed security scheme[13] is to also use digital

signatures to authenticate the immutable fields of the routing

messages, but not use hash chains to secure the hop count

information (the only mutable information in the messages).

A node disseminates a RREQ when it determines that it

needs a route to a destination and does not have one available.

Each node receiving the request caches a route back to the orig-

inator of the request, so that the RREP can be unicast from

the destination along a path to that originator. The formats

of RREQ and RREP are one part of payload field of ZigBee

network frame[1]. The ZigBee network frame is composed of a

header and a payload. The header contains the frame control

field and an appropriate combination of routing fields as re-

quired, while the payload contains information specific to the

frame type with variable length. For RREQ or RREP com-

mand, the command identifier field will be set to one of the

non-reserved values. The command payload field will contain

the command itself. The immutable information of routing

packets mainly contains the following fields: command iden-

tifier, command options, route request identifier, originator

address, destination address, responder address. The network

address of ZigBee is decided by coordinator. The identification

verification can guarantee the correctness of routing message.

If the routing message comes from faked node, the routing

message will be discarded.

In a ZigBee network, source node S will send a RREQ

message to destination node D. The immutable information

of RREQ message is denoted by M , k1 is the distributed key,

and I1 is the first intermediate node. The source node S shares

the key k1 with I1, while I1 share another k2 with next-hop

node. When a node sends or receives a routing message, it will

use the corresponding key to encrypt or decrypt the immutable

information of routing message. Since the receiver and sender

share the same symmetric key and the immutable information

of routing message is used for cipher, the hop-by-hop iden-

tification verification is realized and the security of routing

process is guaranteed, just as described in the following part.

S → I1 : Ek1 [M ]

I1 → I2 : Ek2 [M ]

· · ·
In−2 → In−1 : Ekn−1 [M ]

In−1 → D : Ekn [M ]

According to the hop-by-hop identification verification,
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each node owns one key for symmetric encryption and another

key for symmetric decryption, and the keys between each pair

of nodes are different.

The security scheme is based on the following assumption:

(1) All legal nodes join network during the initial period of

network construction. Afterwards, the network does not per-

mit a joining request of new node any more, but may revoke

request of old node;

(2) All nodes do not join the network at the same time,

but in succession.

The first assumption depends on the condition that there

not exists any malicious node during the initial period of net-

work construction. This is a strong assumption for practical

application. Thus we solve this problem and combine the re-

lated solution into our security scheme.

III. Security-enhanced Key Distribution
Scheme

We extended the above security scheme with secure key

distribution during the initial period of network construction.

As a main idea, the key distribution was achieved based on

ZigBee network characteristics and improved Diffie-Hellman

(D-H) algorithm.

1. Key distribution

In a ZigBee network, a new node usually needs to join

the network, and then obtain key for routing message. It is

guaranteed that nodes are organized according to Cluster-Tree

relationship. In order to distribute key between each pair of

nodes, it is convenient to generate key between the network

and new node when a node prepares to join a network. The

procedure for joining a network using the MAC layer associa-

tion is initiated by issuing a series of primitives just as shown

in Fig.1.

Fig. 1. Procedure for joining a network through association

Considering that during the period of discovering PAN

and selecting PAN, hand-shake protocol is necessary for node’s

joining a ZigBee network, we adopted D-H algorithm for key

exchange. D-H algorithm allows two parties that have no prior

knowledge of each other to jointly establish a shared secret

key over an insecure communications channel. Thus we can

combine the parameter exchange of D-H algorithm into the

hand-shake protocol for node’s joining a ZigBee network.

D-H algorithm exchanges four parameters by two hand-

shakes, and joining a ZigBee network also requires two hand-

shakes by means of beacon request frame, beacon frame, as-

sociate request frame, and associate response frame. There-

fore it is feasible to exchange key parameters by means of two

hand-shake protocol. By improving the payload field of related

frames, the four parameters of n, g,KA, KB for key exchange

are attached into beacon request frame, beacon frame, asso-

ciate request frame, associate response frame, respectively.

Concretely, when node A tries to join ZigBee network by

node B, (1) it firstly broadcasts a beacon request frame car-

rying with parameter n. (2) Node B receiving the beacon

request frame generates a large prime number g and broad-

casts a beacon frame carrying with parameter g. (3) Node A

receives the beacon frame carrying with parameter g and iden-

tifies the node address sending the beacon frame. According

to the received parameter g, the parameter KA can be calcu-

lated. Node A sends a associate request beacon carrying with

the parameter KA to node B. (4) Node B receives the associate

request beacon, calculates the parameter KB and symmetric

key, and then broadcasts a associate response frame carrying

with parameter KB. (5) Node A receives the associate re-

sponse beacon, calculates the symmetric key, and successfully

joins the network.

In general, the parameters of n and g for D-H algorithm

are generated at random, but it is still dangerous to transmit

these parameters in a ZigBee network, which could cause two

problems: (1) the parameter of plain text is easy to be eaves-

dropped by malicious attacker; (2) the man-in-the-middle at-

tack can easily happen. Therefore it is a key problem how to

transmit parameter for D-H algorithm in a secure way.

Considering the computing advantage of XOR operation,

D-H algorithm is improved based on XOR operation of param-

eters. Here XOR is represented to be ⊕.

The improved D-H algorithm includes five steps:

Step 1 Node A generates a random prime number n, and

sends n to B;

Step 2 Node B generates a base g, and sends g⊕n to A;

Step 3 Node A chooses a secret integer XA, restores g

by n ⊕ (n ⊕ g), computes KA = gXA mod n, and sends it to

B;

Step 4 Node B chooses a secret integer XB, computes

KB = gXB mod n, computes Key = KXB
A mod n, and sends

KA ⊕ KB to A;

Step 5 Node A restores KB by KA ⊕ (KB ⊕ KA), and

computes Key = KXA
B mod n.

Finally node A shares the Key with node B.

2. Theoretical analysis

We discussed the effect of XOR operation on parameters

by Theorem 1, Theorem 2, and Theorem 3.

Definition 1 For a binary number, effective bit number

is the length from the lowest bit to the highest nonzero bit.

Theorem 1 The result of XOR operation between a

large prime number n and a base g is not a prime number

with the possibility of ≥
(

1 − 1

λ

)
, where λ is the number of
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candidate bases.

Proof XOR operation is a kind of operation on binary

format, so a large prime number n and a base g can be repre-

sented by the formula (1).

n =

tn−1∑
i=0

(ai2
i), g =

tg−1∑
j=0

(bj2
j), tn ≥ tg ≥ 2 (1)

where tn and tg are the effective bit number of the large prime

number n and the base g, respectively. Since the minimum

prime number is 2, the effective bit number is 2 (the binary

format is 10).

Since a prime number except for 2 is also odd num-

ber, the large prime number n is denoted by binary format:

atn−1 · · · a11.

Since the base g is a primitive root of the large prime

number n, it is also a small prime number. Such small prime

number includes 2 and other numbers.

In the case of g = 2, the small prime number g is denoted

by binary format of 10. For XOR operation,

n ⊕ g = atn−1 · · · a11 ⊕ 10 = atn−1 · · · a2a
′
11

Although a′
1 is not a determined value, the result of n⊕g is

definitively an odd number, but not absolutely a prime num-

ber.

In the case of g �= 2, the small prime number g is denoted

by binary format of btg−1 · · · b11. For XOR operation,

n ⊕ g = atn−1 · · · a11 ⊕ btg−1 · · · b11 = atn−1 · · · a′
tg−1 · · · a′

10

Although a′
tg−1, · · · , a′

1 are not determined values, the re-

sult of n ⊕ g is definitively an even number, and not a prime

number.

In general, the number λ of primitive roots is limited (λ ≥
1). Thus combining the above two cases, the result of XOR op-

eration between a large prime number n and a base g is not a

prime number with the possibility of ≥ ((λ−1)/λ) =
(
1− 1

λ

)
.

Remark 1 Since the result of XOR operation between

a large prime number n and a base g is probably not a prime

number, the faked base g could be easily judged by the prime

number property.

Theorem 2 The XOR operation between two numbers

is equivalent to mod operation with the priority of larger num-

ber, i.e., P ⊕ Q = max(P, Q) mod min(P, Q).

Proof Two numbers P, Q can be denoted by binary for-

mat:

P =

tA−1∑
i=0

(ai2
i), Q =

tB−1∑
j=0

(bj2
j), tP , tQ ≥ 1

where tP and tQ are the effective bit number of P and Q,

respectively.

If P ≥ Q, then tP ≥ tQ. Meanwhile, 0 is default bit item

for the binary format of a shorter number.

The result of XOR operation between two numbers is

P ⊕ Q =

tP −1∑
i=0

((ai − bi)2
i) = P − Q = P mod Q (2)

If P < Q, then tP ≤ tQ.

The result of XOR operation between two numbers is

P ⊕ Q =

tQ−1∑
i=0

((bi − ai)2
i) = Q − P = Q mod P (3)

By combining above two cases, Eqs.(2) and (3) can be repre-

sented by (4).

P ⊕Q =

max(tP ,tQ)−1∑
i=0

(|ai − bi|2i) = max(P, Q) mod min(P, Q)

(4)

It can be simply represented by P ⊕ Q =

max(P, Q) mod min(P, Q), which means two different cases

of mod operation for two numbers.

Remark 2 The result of XOR operation between a large

prime number n and a base g is equivalent to two-case mod

operation.

Theorem 3 The result of XOR operation between public

key parameters KA and KB is a random number.

Proof For D-H algorithm, a large prime number n and a

base g are satisfied with the condition that the base g is a prim-

itive root of the large prime number n, 0 ≤ XA, XB ≤ n − 1.

If node A chooses a secret integer XA, then public key

KA = XA mod n.

If node B chooses a secret integer XB, then public key

KB = XB mod n.

The result of XOR operation between public key parame-

ters KA and KB is

KA ⊕ KB = (XA mod n) ⊕ (XB mod n) (5)

It can be easily proved by apagoge that the formula (5)

does not satisfy associative law for XOR operation and mod

operation. According to Remark 2, KA ⊕ KB is equivalent to

two-case mod operation. The XOR result between public key

parameters KA and KB is related to two-case mod operation,

which enhances the random of result. Thus the result is a

random number.

3. Scheme evaluation

The security scheme features two characteristics: one is

to effectively combine D-H parameter exchange with ZigBee

hand-shake protocol, the other is the improvement of D-H al-

gorithm based on parameter XOR.

As a result, the improved hand-shake protocol of joining

network makes full use of the characteristics of ZigBee net-

work, implements secure key distribution during the period of

network construction, and guarantees that each joining node

owns symmetric keys with multiple neighbor nodes.

According to the above hand-shake protocol, we need to

further make the related details clear:

(1) Since n and g are random number, different joining

nodes probably use different value of n and g.

(2) During the process of joining network, node will con-

struct key pairs with all neighbor nodes in the communication

scope. Each node stores a key table for every pair of nodes.

(3) Just as is shown in Fig.2(a), since node I3 initially

broadcasts a beacon request frame for network joining, and

probably receives multiple beacon frames from neighbor nodes.

According to the hand-shake protocol, node I3 finally probably

receives multiple associated response frames. Considering that
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one node belongs to a unique parent node in a

ZigBee network, node I3 will build network as-

sociate with the node whose associate response

frame firstly arrives. For other received associate

response frames, node I3 only calculates symmet-

ric key for routing.

(4) Just as is shown in Fig.2(b), key distribu-

tion will fail if two nodes simultaneously apply to

join network. After two nodes broadcast beacon

request frames simultaneously, the network node

broadcasts the returned beacon frame. Due to the

broadcast of beacon frame, the node I3 applying to

join the network cannot judge whether the received

beacon frame is sent to itself or not. Consequently

the key distribution is mistaken. Thus in order to

avoid such problem, node should be guaranteed to

join network at intervals, so that key exchange can

be achieved successfully.

Fig. 2. Design of key distribution process

Fig. 3. Typical man-in-the-middle attacks (Blocks denote the new units for
improved D-H algorithm)

Table 1. Overall analysis of man-in-the-middle attack

Type
Launching time Malicious action

of attack
Sniffing contents

Get Send
Result

1 After first step n n g′
Attacker

is detected

2 After second step n, n ⊕ g n, g − More efforts

for attacker

3 After third step n, n ⊕ g, KA n, g, KA
K ′

B No shared

K ′
A key is built

4 After sixth step
n, n ⊕ g, KA, n, g, KA, − More efforts

KA ⊕ KB KB for attacker

IV. Security Analysis

The security of the proposed scheme is embodied in D-H

defense for network construction phase. We mainly discussed

the problem of D-H defense to man-in-the-middle attacks.

For typical man-in-the-middle attacks, as shown in Fig.3,

the attacker might completely launch three tasks: (1) obtain

the parameter n and g by sniffing; (2) intercept KA and KB,

then replace them with new K′
A and K′

B; (3) calculate Key1

by using KA and K′
B, and calculate Key2 by using K′

A and

KB.

Assume that M is malicious attacker and can obtain all

packets after he begins sniffing. According to the launching

time of malicious attack, we extend the complexity of man-in-

the-middle attacks and discuss the following three cases. The

overall analysis is summarized in Table 1.

(1) According to Fig.3, after the first and second steps, M

could receive n and n ⊕ g. Since it does not know the XOR

operation of n ⊕ g, the malicious attacker cannot clearly ob-

tain the parameter n and g. Even if it tries to send a g to

A, according to Theorem 1, the faked base g could be easily

judged by prime number property. Thus the XOR operation

of n ⊕ g destroys the first task of man-in-the-middle attacks.

(2) After the third step, M receives KA. Since it does not

know the operation of g = n⊕(n⊕g), the malicious attacker is

confronted with two cases: M can judge the difference between

g and n ⊕ g or not.

If M could judge the difference, it would have to stop to

analyze the messages of n and n ⊕ g, try to obtain the cor-

rect g. Furthermore, if it could calculate the correct g, M

can calculate the effective K′
A and K′

B, and send them to B

(the fourth step) and A (the fifth step), respectively. When B

sends KB to M (the sixth step), since M does not know the

operation of KB = K′
A ⊕ (K′

A ⊕ KB), it cannot share the key

with B. When A obtains K′
B from M, since M does not know

the operation of KA ⊕ K′
B, M cannot share the key with A.

Thus the XOR operation of KA ⊕ KB destroys the third task

of man-in-the-middle attacks.

If M could not judge the difference, M uses wrong base g,

so it can not generate correct K′
A and K′

B, and finally cannot

share the key with A and B.

(3) After the steps of 1, 2, 3, 6, M can get all data, in-

cluding n, n ⊕ g, KA, KA ⊕ KB. Since it does not know the

XOR operation, has to iteratively deduce the internal opera-

tion, so this improved D-H algorithm can enhance the security

under the condition of no additional computational efforts and

memory space.

V. Conclusions

In this paper, we proposed a new key distribution scheme

for secure AODVjr protocol in ZigBee networks. Key distribu-

tion is based on the ZigBee hand-shake protocol and improved

Diffie-Hellman algorithm with higher security. The major im-

provement is to mix the parameters of key exchange with XOR

operation. Such improvement can prevent man-in-the-middle

attacks during the period of network formation and false rout-

ing information attack during the period of route discovery.

Meanwhile we deduced related theorems for function analysis

of XOR operation. Despite the performance of network de-

lay might increase, the improved routing protocol necessarily

would bring about a better routing security.



582 Chinese Journal of Electronics 2013

References

[1] ZigBee Alliance, ZigBee Specification (R17), 2008.

[2] N. Sastry, D. Wagner, “Security considerations for IEEE
802.15.4 networks”, Proceedings of the 3rd ACM workshop on

Wireless security, Philadelphia, PA, USA, pp.32–42, 2004.

[3] J. Zheng, M.J. Lee, M. Anshel, “Toward Secure Low Rate Wire-

less Personal Area Networks”, IEEE Transactions on Mobile
Computing, Vol.5, No.10, pp.1361–1373, 2006.

[4] Hyunjue Kim, Chang Hyun Kim, Jong Moon Chung, “A novel

elliptical curve ID cryptography protocol for multi-hop ZigBee
sensor networks”, Wireless Communications and Mobile Com-

puting, Vol.12, No.2, pp.145–157, 2012.

[5] Hyunjue Kim, JongChung, Chang Hyun Kim, “Secured commu-

nication protocol for internetworking zigbee cluster networks”,
Computer Communications, Vol.32, pp.1531–1540, 2009.

[6] Wei Chen, XiaoShuan Zhang, Dong Tian, Zetian Fu, “An

identity-based authentication protocol for clustered ZigBee net-

work”, Proceedings of the Advanced Intelligent Computing The-
ories and Applications, and 6th International Conference on

Intelligent Computing, pp.503–510, 2010.

[7] Peng Ran, Mao-heng Sun, You-min Zou, “ZigBee routing selec-
tion strategy based on data services and energy-balanced ZigBee

routing”, Proceedings of the 2006 IEEE Asia-Pacific Confer-

ence on Services Computing (APSCC’06), Guang zhou, China,
pp.400–404, 2006.

[8] Francesca Cuomo, Sara Della Luna, Ugo Monaco, Tommaso

Melodia, “Routing in ZigBee: benefits from exploiting the
IEEE 802.15.4 association tree”, Proceedings of IEEE Inter-

national Conference on Communications 2007, Glasgow, Scot-

land, pp.3271–3276, 2007.

[9] F. Qiu, J.M. Wang, J. Leng, “Design and implementation of
a wireless personal area network based on AODVjr routing”,

Proceedings of Wireless Mobile & Multimedia Networks, Bei-

jing: The Institution of Engineering and Technology, London
(IET), pp.424–427, 2006.

[10] Ian D. Chakeres, Luke Klein-Verndt, “AODVjr, AODV Sim-

plified”, Mobile Computing and Communication Review, Vol.6,
No.3, pp.100–101, 2002.

[11] Tao Shang, Wei Wu, Xudong Liu, Jianwei Liu, “AODVjr rout-

ing protocol with multiple feedback policy for ZigBee network”,

The 13th IEEE International Symposium on Consumer Elec-
tronics, Kyoto, Japan, pp.483–487, 2009.

[12] Manel Guerrero Zapata, “Secure Ad hoc on-demand distance

vector routing”, Mobile Computing and Communications Re-

view, Vol.6, No.3, pp.106–107, 2002.

[13] Tao Shang, Jianwei Liu, “Security Enhancement of AODVjr

Routing Protocol for ZigBee Network”, The Fifth Interna-
tional Conference on Communications and Networking, Bei-

jing, China, August 25-27, 2010.

SHANG Tao is an assistant Profes-
sor of College of Electronic and Information

Engineering at Beihang University, Beijing,

China. He received the Ph.D. degree in
computer science from Kochi University of

Technology, Japan, in 2006, and worked as
a postdoctoral in College of Computer Sci-

ence at Beihang University from 2007 to

2009. His current research interests include
wireless network, network coding, and in-

formation security. (Email: shangtao@buaa.edu.cn)

HUANG Fuhua received the B.E.

degree in electronic and information sci-

ence and technology from Xiamen Univer-
sity in 2011. He is currently a graduate

student at the College of Electronic and
Information Engineering, Beihang Univer-

sity, Beijing, China. His current research

interests include wireless networks and net-
work coding.

CHEN Jie received the M.E. de-

gree in data communication and computer
networks from Northwestern Polytechnical

University in 2010. He is currently a gradu-

ate student at the College of Electronic and
Information Engineering, Beihang Univer-

sity, Beijing, China. His current research
interests include wireless networks and in-

formation security.

LIU Jianwei is a professor of Col-

lege of Electronic and Information En-
gineering at Beihang University, Beijing,

China. He received the Ph.D. degree

in communication and electronic system
from Xidian University, China, in 1998.

His current research interests include wire-
less communication network, coding the-

ory, and information security.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


