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1. Introduction

Authenticated key exchange (AKE) plays an important role in secure communications. An AKE protocol allows two or
more parties to agree upon a secret common session key over a public network, which will be used in the future commu-
nications. But the design of secure AKE protocols has always been a notorious hard problem.

In 2000, Joux [1] proposed the first usable pairing-based protocol for tripartite key exchange. But Joux’s protocol cannot
resist man-in-the-middle attacks. In 2001, Harn and Lin [2] proposed an efficient authentication key exchange protocol that
enabled two parties to share multiple secret key in one round of message exchange. In 2003, Shim [3] pointed out that Harn
and Lin’s protocol was vulnerable to unknown key share attack. However, Zhou et al. [4] showed that Shim’s attacks [3] on
the Harn and Lin’s authenticated multiple-key agreement protocol was invalid. Furthermore, they gave a new attack on the
Harn and Lin’s protocol and proposed an improved protocol. Unfortunately, Zhong [5] showed that Zhou et al.’s improved
protocol was still insecure.

In 2008, Lee et al. [6] proposed two authenticated multiple key exchange protocols. Recently, Vo et al. [7] presented an
impersonation attack on Lee et al.’s bilinear pairing-based AKE protocol and showed that Lee et al.’s protocol failed to provide
authenticity. Furthermore, Vo et al. proposed a simple modification to Lee et al.’s protocol, called VLYK protocol. In this pa-
per, we will show that the VLYK protocol also fails to provide authenticity and cannot resist reflection attack. Moreover, we
propose an improvement of the VLYK protocol with reflection attack resilience. Our improved protocol can really provide
mutual authentication and generate four session keys at a time. So it will be well suited for wireless mobile communications
[8], where parties only have the low-power computing capability.

The rest of this paper is organized as follows. In Section 2, we introduce bilinear map and several Diffie-Hellman prob-
lems. In Section 3, we briefly review the VLYK protocol. In Section 4, we describe reflection attacks on the VLYK protocol. In
Section 5, we propose an improvement of the VLYK protocol. Finally, the conclusions will be given in Section 6.
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2. Preliminaries

In this section, we introduce bilinear map and several Diffie-Hellman problems. Let G; be an additive group of order q,
and G, be a multiplicative group of order q. Let QW € G, and e : G; x G; — G, be a bilinear pairing that has the following
properties:

e Bilinearity: For any Q, WeG, and (a, b € Z;, we have e(aQ, bW) =e(Q, w)ab,
o Non-degeneracy: There exists Q, W € G; such that e(Q, W) # 1.
o Computability: For any Q, W € Gy, there exists an efficient algorithm to compute e(Q, W).

Next, we describe DL and BDH problems:

o Discrete logarithm (DL) problem: Given two elements Q, W € G;. Find the integer n whenever such an integer exists,

such that Q =nW.
e Bilinear Diffie-Hellman (BDH) problem: Let P is a generator of G;. Given (P, aP, bP, cP) with (a, b, ¢ € Z;, computes

e(P, PY" € G,.

We say that G, satisfies the DL and BDH assumptions if no feasible adversary can solve the DL and BDH problems with
non-negligible probability.

3. Review of VLYK protocol

In this section, we briefly review the VLYK protocol proposed by Vo et al. in 2010. Let P be a generator of a cyclic additive
group G; of the prime order q, and G, be a cyclic multiplicative group of the prime order g.e : G; x G; — G, is a bilinear pair-
ing. Each party i has a static private key X; € Z; and a static public key Y;(=X;P). For more details about the VLYK protocol, refer
to [7].
In the following description we suppose that two communications parties, A and B wish to communicate with each other.
Step 1. Party A chooses a;,a, € Z; randomly and computes Ty, = a1P and Tz = aoP, Let K41 and Ka, be the x-coordinate values
of T4y and Tp,. Then party A computes Sy = (a1Ka1 + a2Ka2)Ta1 + X4Y3. Finally, party A sends the message (Ta1, Taz, Sa,
Cert(Y,)) to party B.

Step 2. Similarly, party B chooses by, b, € Z, randomly and computes Tp; = b1P and Tg; = byP, Let Kp; and Kp, be the x-coor-
dinate values of Tg; and Tp,. Then party B computes Sg = (b1Kp; + byKpy)Tp1 + XgYa. Finally, party B sends the message
(Tg1, Tgy, S, Cert(Ys)) to party A.

Step 3. Upon receiving the message (Tg1, Tgy, Sp, Cert(Yg)), party A takes out the x-coordinate values K, and Kp, from Tg; and
Tgo, checks whether e(SB, P) = 6(1(31 Tg1 + KpaTgo, Ta1 )e( Ya, YB), if 6(53, P) = e([<31 Tg1 + KpxTgp, Tae )e( Ya, YB), then computes
the session keys K, K>, K3, K4 as follows:

p)%1b1(b1Xa+a1Xp)

Ky =e(a ) =e(P,
Ky = e(aiTg, XaTp, + 1Y) = €(
K3 = e(a;Tp1,XaTp + a2Y5) = e(
Ky = e(a;Tpy, XaTp, + a2Y) = €(

a1Tp1, XaTp1 +a1Yp) =€

e a1 by (b2 Xs+a1Xp)

) (
P, Pyt
P. P)ﬂzb1 (b1Xa+a2Xp)
e(P. p)ﬂzbz(bzXA+ﬂzXB)

Otherwise party A aborts.
Step 4. Upon receiving the message (Ta1, Taz, Sa, Cert(Y,)), party B takes out the x-coordinate values K4; and Ku, from T4, and

Taz, checks whether e(SA, P) = e(Kme + Kp2T a2, TA1)€(YB, YA), if e(SA, P) = e(Kme + KaoTao, Taq )e(YA, YB), then computes the
session keys K, Ky, K3, K4 as follows:7

K1 =e(bi1Ta1,XsTa1 +b1Ya arby (b1Xa-+a1Xp)

( ) =¢e(
Ky = e(baTar, XsTar + b2Ya) = e(
Ks = e(b1Taz, XgTaz + b1Ya) = €(
Ky = e(byTpz, XgTay + b2Ya) = e(

a1 by (b Xp+0a1Xp)

)
)
)azbl (b1Xa+a2Xp)
)az by (b Xa+a;Xp)

Otherwise party B aborts.

4. Reflection attack on VLYK protocol

In this section, we will show that the VLYK protocol cannot resist reflection attack. It also means that the VLYK protocol
fails to provide authenticity.
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The adversary E can mount reflection attack on the VLYK protocol as follows:

Step 1.

Step 2.

Step 3.

Party A chooses a;,a; € Z; randomly and computes Ty; = a;P and Ty, = ayP, Let Kay and Ka, be the x-coordinate values
of T4y and Tpy. Then party A computes Sy = (a1Ka1 + a2Ka2)Ta1 + X4Y3. Finally, party A sends the message (Ta1, Taz, Sa,
Cert(Y,)) to party B.

Upon intercepting the message (Ta1, Taz, Sa, Cert(Ya)), the adversary E lets Tgy = Taq, Tpo = Tao, Sg = Sa. Then E imper-
sonates party B to send the message (Tg1, Tpp, S, Cert(Yg)) to party A.

Upon receiving the message (Tp1, Tg, Sp, Cert(Yg)), party A takes out the x-coordinate values Kg1(=Kya1) and Kpx(=Ka2)
from Tp1(=Ta1) and Tpy(=T4). Then party A computes e(Sg, P) as follows:

e(Sg, P) = e(Sa, P)
= e((@1Ka1 + a2Ka2)Ta1 + XaYs, P)
= e((a1Ka1 + a2Kp2)Ta1,P)e(XaYs, P)
= e((a1Kay + a;Ka2)P,a1P)e(Yg, Ya)
e(a;KpP + a;KazP,a1P)e(Ya, Ys)
e(
=e(

KaiTar + Ka2Taz2, Tar)e(Ya, Ys)
Kp1Tp1 + Kp2Tha, Te1)e(Ya, Yp)

It means that e(Sg, P) is equal to e(KpTp1 + KpaTga, Tp1)e(Ya, Yg), so party A will compute the session keys K, Kz, K3, K4 as

follows:
Ky = e(a;Tpr, XaTp1 + a;Y5) = e(P, P)1 @ (@ XataiXs)
Ky = e(a,Tgy, XsTgy + a1 Y5) = e(P, P)11%(®XataiXs)
K3 = e(asTg1, XaTp1 + a;Y5) = e(P, P)21 (@ XataXs)
Ky = e(a2Tgy, XsTgy + a;Y5) = e(P, P) 202 (0Xata:Xs)

So the adversary E has successfully cheated party A to believe that he has shared secret session keys with party B. How-
ever, party B does not involve in this session. It means that the VLYK protocol cannot provide authenticity.

5. Improvement of VLYK protocol

Int

his section, we propose an improvement of the VLYK protocol. Our protocol can resist reflection attack and own the

VLYK protocol’s security attributes.
In the following description we suppose that two communications parties, A and B wish to communicate with each other.

Step 1.

Step 2.

Step 3.

1

Party A chooses a;,a; € Z; randomly and computes Ty; = a;P and Ty, = a;P, Let K4y and Ka, be the x-coordinate values
of T41 and Tx,. Then party A computes Saq = (a1Ka1 + a2Ka2)Ta1 + XaYp, Saz = a1a,Y3. Finally, party A sends the message
(TA1, Ta2, Sat, Saz, Cert(YA)) to party B.

Similarly, party B chooses b1, b, € Z; randomly and computes Tg; = b1P and Tg; = byP, Let Kp; and Kp, be the x-coor-
dinate values of Tg; and Tg,. Then party B computes Sg; = (b1Kp1 + byKp;)T1 + XgYa, Spa = b1b,Y,. Finally, party B sends
the message (T, Tgo, Sp1, Spa, Cert(Yg)) to party A.

Upon receiving the message (Tg1, Ty, Sp1, Spa, Cert(Yp)), party A takes out the x-coordinate values Kg; and Kp, from Tg;
and Tg,, checks whether

e(Sp1,P) = e(Kg1Tp1 + Kp2 T2, Tg1)e(Ya, Ys),
e(Sg, P) = e(TBl-,TBZ)XA7

if e(Sg1,P) = e(Kp1Tp1 + Kp2 T2, Tp1)e(Ya, Ys), €(Sg2, P) = e(Tm,TBz)X*‘, then computes the session keys K, K3, K3, K4 as

follows:
= e(@1Ten, XaTs1 + 1Y) = e(P, )1 ¥t
= e(@1 T, XaTpo + @1Y3) = e(P, P)1 P22 0]
= e(ayTp1, XaTp1 + A2 Y5) = e(P, P)*2"11¥aveXs)
= e(ayTp2, XaTp2 + 2 Yp) = (P, P) 22 PXares)

Otherwise party A aborts.

Step 4.

Upon receiving the message (Ta1, Taz, Sa1, Saz, Cert(Y,)), party B takes out the x-coordinate values K41 and Ky, from T4

and Ta,, checks whether
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e(Sa1,P) = e(KaiTa1 + Ka2Taz, Ta1)e(Ys, Ya),
e(S42,P) = e(TAl,TAZ)XBa

if e(Sa1, P) = e(Ka1Taq + KaaTas, Tar)e(Ya, Yg), €(Saz, P) = e(Ta1, Ta2)™®, then computes the session keys K;, Ko, K3, K, as follows:
K1 = e(biTa, XsTar + b1 Ys) = e(P, P) > XataiXs)
Ky = e(byTar, XsTa1 + byYa) = e(P, P)1P2b2XataiXe)
K3 = e(b1Taz, XsTaz + b1 Ya) = e(P, P)*2br(0r¥a+axXe)
Ky = e(byTaz, XsTaz + by Ya) = e(P, P)2P2P2Xara2Xe)

Otherwise party B aborts.
Reflection attack resilience

Our improvement can resist reflection attack efficiently. If the adversary impersonates party B and lets Sg, = Sp» mount
reflection attack on our improvement, since e(Sg,P) = e(Saz,P) = e(a1a;Yp, P) = e(P, P)“1%%¢ 5 e(P, P)"92*4 = e(Tyy, Tpp)*
= e(T, Tsz)™, the adversary E cannot pass the verification. Party A will abort the session. It means that the adversary E fails
to mount reflection attack.

6. Conclusions

We have pointed out that the VLYK protocol is insecure against the reflection attack. To eliminate this security vulnera-
bility, we propose an improved protocol, which successfully avoids the weakness existed in the original VLYK protocol.
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