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Quantum key distribution (QKD) system must be robust enough in practical communication. Besides
birefringence of fiber, system performance is notably affected by phase drift. The Faraday-Michelson
QKD system can auto-compensate the birefringence of fiber, but phase shift is still a serious problem in
its practical operation. In this paper, the major reason of phase drift and its effect on Faraday- Michel-
son QKD system is analyzed and an effective active phase compensation scheme is proposed. By this
means, we demonstrate a quantum key distribution system which can stably run over 37-km fiber in
practical working condition with the long-time averaged quantum bit error rate of 1.59% and the stan-
dard derivation of 0.46%. This result shows that the active phase compensation scheme is suitable to
be used in practical QKD systems based on double asymmetric interferometers without additional de-

vices and thermal controller.
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Quantum key distribution (QKD) systems, which are
based on the fundamental principles of quantum me-
chanics, are the new generation of cryptography. Since
the first scheme BB84 was proposed in 1984 by Bennet
and Brassard'", QKD systems have been remarkably
developed theoretically and experimentally”® 7.

Many fiber QKD systems have been developed in the
past few yeas for the rapid increasing demands of net-
work security. Most of fiber QKD systems have been
realized using phase-encoded methods because phase-
encoded qubit is relatively more resistant to decoherence
than polarize-encoded qubit in fiber™. In order to use
QKD systems in practical conditions for long time oper-
ating, they must be resistant to birefringence and phase
drift caused by environment variations in optical fiber.
Although the effect of fiber birefringence on asymmetric
Mach-Zehnder interferometer (AMZI) QKD system[9]
was eliminated by Faraday-Michelson (F-M) system,
which was proposed by Mo et al. in 2005, the phase
drift is still an obstacle in actual QKD sessions.
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Generally, there are three methods to solve phase drift
problem in fiber QKD systems:

(1) Modify the structure of interferometers such as
“plug-and-play” configuration to auto-compensate for
the phase shift!';

(2) Use passive compensation to reduce the negative
effect of environment fluctuations by strict thermal and
mechanical isolation;

(3) Acquire drift parameters by active phase tracking
then performing compensation.

The “plug-and-play” system is very stable and can
automatically compensate for both birefringence and
phase drift. However, the configuration is more difficult
than one-way systems in preventing from Trojan at-
tack[4’1]’]2], and the raw bit rate is lower than those sin-
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gle-trip systems for its round-trip propagation. Inter-
ferometers made of low thermal factor materials!'®! or
integrated planar silica waveguide with thermal and
mechanical isolation can be used in passive compensa-
tion!"*"*]. Another improved way to passively compen-
sate for phase drift is to find the environment tempera-
ture of interferometers, at which the difference between
the modal phase shifts in the long and short arms of the
AMZI (0,-6s) is multiples of 2a'®. Although these
measures can suppress the harmful temperature distur-
bance of environment, there must be accurate tempera-
ture controller with precision of 0.01°C in the system.
Even though the phase drift can be observed as the tem-
perature of encoder AMZI and decoder AMZI changing
independently, i.e., the phase shift of AMZI can not es-
sentially be avoided. Townsend et al."” and Yuan et
al.l" used fiber stretcher to adjust fiber arm length to
compensate for the phase drift. Yuan et all"™ and Za-
varyev et al.'”! use individual strong reference light to
acquire phase shift parameters. Markarov et al.*”! used
single photon counting and software algorithm to calcu-
late phase drift parameters without actual QKD experi-
ment result. The method of adjusting fiber length is not
efficient to deal with practical QKD sessions and makes
the system more complexity. Strong reference light in-
creases the optical complexity due to additional devices
and introduces more interference. In order to get enough
counts, the tracking time in the single photon counting
scheme will protract due to the increasing transmission
distance and the maximum drift range which can be
compensated is reduced.

The phase drift of QKD system is much more obvious
in practical enviornment than on optical table, so a more
effective compensation scheme must be adopted to keep
system operating continuously with low QBER. In this
paper, we analyze the major reason which causes system
phase drift in field, and propose a novel effective phase
compensating scheme. With this scheme, F-M system
continuously can operate without any manual interven-
tion in practical condition over 37-km optical fiber for
more than 18 hours, while the system QBER is 1.59%
with fluctuation less than 0.46%. Moreover, the scheme
is also suitable for other QKD systems based upon M-Z
interferometer.

Pou, the output power of Faraday-Michelson inter-
ferometer (F-MI) can be derived from its simplified

structure, as is shown in Figure 117,
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Figure 1 Simplified light path of F-M system. BS, 50/50 beam splitter;
FM, Faraday mirror; SPD, single photon detector; CIR, circulator; DL,
fiber delay line.
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P, = E[l +cos(Ap,, +Ap, ELE, . (1

Assuming that A/, and A/, are path differences of Al-
ice and Bob’s interferometers, respectively, and that

wave vector is k :277[’ the phase difference between

the two interfering light pulses is A, = k(Al, — Al,),
where « is the optical attenuation factor. The phase dif-
ferential value between Alice’s and Bob’s modulators is
A@,n,. The output energy from P,y will be the maxi-
mum when ¢,;+ A@,,,= 0 and the minimum when Ag,,+
A@yn=T.

Without phase compensation, QBER caused by phase
error is

OBER,, = sin’ (A;pe j )

where A@. = A@epi+ A@epm, in Which Ag,,; is caused by
interferometer asymmetry of Alice and Bob, and Ag,,,
is their reference phase difference. In theory, we can
minimize Ag, by adjusting Ag,,, precisely and suppos-
ing A@.y is constant, and then the count of SPDI
reaches its maximum and keeps stable. But the fluctua-
tion of SPD counting oversteps the rational range in
practical experiment, even if we have adjusted the
modulation voltages of Alice and Bob to make A@,—0.
This illustrates that the phase drift exists in F-M QKD
system. As the primary reason, environmental variations
such as temperature fluctuation and mechanical vibra-
tion will change Ag,, resulting in phase drift. During
longtime operating, temperature fluctuation influences
system performance much more than mechanical vibra-
tion, so the phase drift of F-M QKD system caused by
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temperature is analyzed specifically in the next part.

If the thermal expansion coefficient of fiber is a7, the
fiber length is /, and temperature variation is Ay, then the
fiber length changed by temperature is AL = a7+ Ar.
We define the reference temperature 7, at which inter-
ferometers are made up. When the system is operating,
the temperature variations of Alice and Bob are AT, =
T,—Ty and ATy, = Ty—T,, respectively, and the phase dif-
ference between the two interfering optical pulses can be
described as

A@ =A@ pytk(Aly—AL)+ ok AL AT ALATY), 3)
where Ag,, is the phase difference of the two phase
modulators of Alice and Bob, and the third part of the
equation is temperature impact on QKD system. If we
define / = (Al, + Alb)/2 and T = (AT, + ATy)/2, then the
inherent asymmetry can be written as Al = Al,—AT,.
Practically, the ambient temperatures of Alice and Bob
are not the same. If AT=Al,—AT,, the equation (3) can
be modified as

Ap=Ap,, +kAl+karTAl+ kapIAT

= Ay, + Ay +Apry +Agry

=AP, T APy + AP, 4)
where A¢gy is the constant phase difference caused by
intrinsic asymmetry of interferometers. Ay and ¢n
have relationship with ambient thermal variation and can
be merged into phase drift Agy,.. For example, the inter-
ferometer used in our experiment is made of silica fiber
with thermal expansion coefficient of 5.4x107"°C. If the
long arm of interferometer is 3 m longer than the short
arm, then 0.03°C difference in temperature can result in
1% QBER.

Active phase modulation with integrated electro-optic
modulator is often used in phase-encoded QKD systems.
Modulation scheme must be correlated with QKD pro-
tocol such as BB84, B92 and so on. For example, in or-
der to use BB84, which is well known as an absolutely
secure protocol, user must determine the four driving
voltage operating points of phase modulator corre-
sponding to optical phases of 0, n/2, ® and 3n/2. If we
can acquire phase drift parameters, then phases can be
drawn back to their proper positions by adjusting volt-
age working points.

The two steps of active phase compensation scheme
are parameter acquisition and active compensation.
QKD system performs “scan” operation to acquire phase
drift parameters before crypto key transfer”'l. At the

beginning of the scan process, the driving voltage of
PM,, the modulator of Alice, is fixed at V. ¢y is the
phase determined by V,o, which is used as Bob’s refer-
ence phase. Because only the relative phase between
Alice and Bob is significant, we can set V,0=0 and @,=
0. Bob increases PMy’s driving voltage from Vs t0 Vinax
with voltage step of AV. The scan range of phase must
be more than 27t. At each voltage step, system waits for
N synchronization pulses, and accumulates the count of
SPD to get C;. The voltage-count couples of {V;, C;} can
be plotted as interference fringe. As shown in Figure 2,
the fringe is coincident with a sinusoidal pattern. Phase
difference between PM, and PM, is zero on the top of
the sinusoidal curve, while m at the bottom. By measur-
ing the difference between V, max and V. min, which are
according to the maximum and minimum count posi-
tions, respectively, we can get the half-wave voltage of
modulator.

160 4
140 4

120 4

Counts of SPD

Drive voltage of modulator (V)

Figure 2 Interference fringe. driving voltage from -5 to +5 V, each point
is accumulated from 1000 optical signal pulses. The real line is sinusoidal
fitting of the fringe.

A reference voltage is necessary in order to calculate
working points of Bob. For example, if we choose Vit
which has the phase difference of © with Vg, then from
eq. (4) we can deduce

n:n£+A¢0 +A@,,, %)
half
where V¢ is half-wave voltage of modulator and Ay,
is phase drift. Then during crypto key transfer, the four
voltage operating points of Alice are
Va0, Vats Vazs Vazt = {Vaos Vaws Vams Vasun}
=1{0, T Vhai, Vaatts > Vhait} - (6)
The working points of Bob can be obtained by adding
Vhair t0 Vi as follows,
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6.0:V0.1.V02.Vo3} = Vo0, Vo2 Vors Vo 3un)
= (Viet = Vaatts Viet =5 Vaatts Veets Veer v 5 Veaie}. (7)

In the real system the voltage saturation must be con-
sidered in equation (7).

When Alice and Bob set their modulation voltages at
Vaj and Vyj, their phase difference is

Bl pprape=Lln ®)

Vhalf 2

This result shows that the coherent error and phase
drift can be compensated through adjustment of driving
voltage operating points.

Figure 3 illustrates the diagram of the F-M system
and the real devices is shown in Figure 4. Light from

1550 DFB laser is divided into sync light and quantum
light by a 1:99 fiber optic splitter. The 1% output of
splitter is quantum signal, and the 99% output acts as the
sync signal. Quantum signal transfers through F-MI in

Ap=m

Alice and is attenuated by an electronic optical attenu-
ator. Signal pulses transmit over 37.2-km telecom fiber
and are fed into another part of F-MI. Detection results
of SPD are sent to host by data acquisition device

Alice

Syne Light
@ |
CB,
ATT Volt QC @
SC
SPD, CIR,
Bob 1
I PNM \J
> cB,
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Syne fL — J
U«

Figure 3 Schematic of Faraday-Michelson QKD experiment system.
Laser, 1550-nm DFB laser; CB, system control board; FM, Faraday mirror;
PM, optical phase modulator; C, optical coupler; DL, fiber delay line; ATT,
optical attenuator; SPD, single photon detector; PIN, detector for sync
optical pulse; QC, quantum channel; SC, sync channel; DA, intruding
detector; PM_Volt, driving voltage for modulator; Att Volt, driving volt-
age for attenuator.

o,

Figure 4 Practical QKD system. Each part of the system was compacted
into a 5U-height (225 mm) rack mounts without temperature controller.

through USB2.0 interface. Host calculates the phase
drift parameter and controls phase modulator to perform
active compensation. The system pulse repetition rate is
1 MHz and BB84 protocol for QKD is used. Mean pho-
ton number per pulse of quantum signal light is set to
#=0.1. Transmission loss of the link is 7.4 dB. The In-
GaAs SPD (id200 made by id Quantique) with dark
count probability of 1.5x10™ was used in this experi-
ment.

The system phase drift rate can be estimated by con-
tinuously monitoring the count of SPD while PM, and
PM, keep constant driving voltages. Phase drift is com-
monly rapid and irregular in the operating environment.
In our experiment the phase drift rate can exceed 4.2
rad/min in average, as shown in Figure 5, while the
phase drift rate reported by Townsend'*! and Makarov!'®!
is 0.6 rad/min and 2.0 rad/min respectively with the ex-
periment equipments on the optical table. Figure 6 illus-
trates the data recording over 18 hours without manual
adjustment. Every QBER sample was a statistical value
of 1 M-bit block. In our system, the raw key generation
rate is 800 bps with single SPD.
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Figure 5 Long time phase drift of QKD system.

CHEN Wei et al. Chinese Science Bulletin | May 2008 | vol. 53 | no. 9 | 1310-1314 1313

z
o
—
<
=
o
@]
L
Z
=
5
o
Z
=
)
(@]




Frequency statistic

QBER (%)

T LI T
9 1011 121314151617 18
Time (h)
Figure 6 QBER of F-M system with phase compensation. The inset
shows the distribution of different values for the QBER.

The QBER due to the residual phase mismatch be-
tween two F-MI is an important parameter to evaluate
the active compensation scheme. QBER over the whole
QKD session is 1.59%, and the standard derivation of
QBER is 0.46%. System fringe visibility is 98.98%
which infers the QBER due to the optical imperfection is
0.51%. The QBER from detector’s dark count is 0.28%,
thus the QBER made by phase error and others is 0.8%.
This result illustrates that we can control phase error
within 0.2rad according to equation (2). By comparing
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